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EXECUTIVE SUMMARY 

Zero-day (“Øday”) vulnerabilities are defects in software that are unknown to computer 
users and software manufacturers.1 They can be “exploited”  for  cyber  espionage  and cybercrime 
purposes   or   even   “weaponized”   to execute commands that cause our   nation’s   computer 
systems—including those deployed by critical infrastructure sectors—to malfunction.2 In recent 
years, the market for these vulnerabilities has proliferated worldwide, fueled in part by the 
proliferation of   cybercrime   and   nations’   increased   recourse   to   offensive   cyber   operations   and  
cyber espionage.3 Since the global market is unregulated and many companies do not screen 
their customers, criminals, terrorists, rogue governments, the Chinese  People’s  Liberation  Army, 
and other nations and individuals seeking to exploit these vulnerabilities for “malicious cyber 
activities”4 may be gaining unprecedented access to them.5 

 
This report provides recommendations for mitigating the cybersecurity threat emanating 

from this global, unregulated market. It acknowledges the immense challenge of regulation and 
proceeds from the premise that eliminating dangerous Øday sales is virtually impossible. Such 
transactions   are   “intangible” and often anonymous, and determined buyers and sellers could 
frequently circumvent regulations. The threat of dangerous Øday sales to buyers seeking to 
deploy them for malicious purposes is also one of the most global threats that exist today. Øday 
discoverers, exploiters, purchasers, brokers, perpetrators, software vendors, and victims reside in 
nations throughout the world and therefore no single country can mitigate the threat acting alone. 
Due to the dual-use nature of Ødays, regulatory proposals should also be carefully circumscribed 
to encourage good-willed researchers who sell their discoveries to software vendors to continue 
to operate in order to augment global security. While acknowledging these challenges, this report 
proposes initial measures that would begin to mitigate the current threat, rendering it more 
difficult and costly to sell Ødays to those who seek us harm.  

 
I formulated this  report’s policy recommendations based on extensive secondary research 

and discussions with experts. The four key criteria that shaped this  report’s recommendations are 
impact on national security and the economy, timeframe and political feasibility, low costs of 

                                                        
1 See What is a Zero-Day Vulnerability?, PC TOOLS, http://www.pctools.com/security-news/zero-day-vulnerability/ (last visited 
2 For an overview of the mechanics of Ødays, see Appendix 1. See also Email from Mark Weatherford, Principal, The Chertoff 
Group, & former Deputy  Under  Secretary  for  Cybersecurity,  U.S.  Dep’t  of  Homeland  Security,  in  Washington,  D.C.  (Oct.  16,  
2013); see generally Preventing Weaponized Malware Payloads in Advanced Persistent Threats, LUMENSION 3-10 (Feb. 2013), 
https://www.lumension.com/Media_Files/Documents/Marketing---Sales/Whitepapers/Lumension_2013-
Febl_wp_Preventing_Weaponized_Malwa.aspx. 
3 See Albert Fruz, Battling with Cyber Warriors- Exploit Kits, INFOSEC INST. (Oct. 22, 2013), 
 http://resources.infosecinstitute.com/battling-cyber-warriors-exploit-kits/; Andy Greenberg, Shopping For Zero-Days: A Price 
List For Hackers' Secret Software Exploits, FORBES (Mar. 23, 2012, 9:43 AM), 
http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-hackers-secret-software-
exploits/; Pierluigi Paganini, Growing Market of Zero-Day Vulnerability Exploits Pose Real Threat to Cyber Security, HACKER 
NEWS (Dec. 18, 2013), http://thehackernews.com/2013/12/growing-market-of-zero-day.html. 
4 Presidential Policy Directive 20 defines  “malicious  cyber  activities”  as  “activities,  other  than  those  authorized  by  or  in  
accordance with U.S. law, that seek to compromise or impair the confidentiality, integrity, or availability of computers, 
information or communications systems, networks, physical or virtual infrastructure controlled by computers or information 
systems,  or  information  resident  thereon.”  PPD-20, WHITE HOUSE (Oct. 16, 2012), http://www.fas.org/irp/offdocs/ppd/ppd-
20.pdf. When referring to “malicious  cyber  activities,”  this report includes cyberterrorism, cybercrime, cyber espionage, and 
cyberattacks. For proposed definitions of these terms, see infra, note 43. 
5 Robert Lemos, Private Market Growing for Zero-Day Exploits and Vulnerabilities, SEARCHSECURITY (Dec. 2012), 
http://searchsecurity.techtarget.com/feature/Private-market-growing-for-zero-day-exploits-and-vulnerabilities. 
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compliance for industry, and balancing the vital need to safeguard U.S. national security with the 
need to garner international support for curbing indiscriminate Øday sales. 
 
Policy Recommendations: 

1. Use the carrots of the Support Anti-Terrorism by Fostering Effective Technologies Act 
of  2002  (“SAFETY Act”) to incentivize software developers to invest in stronger security.6 
The United States should address the underlying cause of the Øday exploit market: defective 
software. Software developers currently have inadequate incentives to sufficiently test their 
products for defects before releasing them on the market. To help provide such an incentive, 
Congress should amend the SAFETY Act to authorize software developers that meet security 
criteria to receive liability protections for qualifying cyber incidents.7 To develop such criteria, 
the Department of Homeland Security’s (“DHS”)   Science and Technology Directorate 
responsible for administering the SAFETY Act should collaborate with the U.S. Computer 
Emergency Readiness Team, the National Institute of Standards and Technology, and the 
International Organization for Standardization. Congress should also limit the SAFETY Act 
designation period for software products to one or two years, or require that all software 
developers regularly test their products as a condition for continued designation. SAFETY Act 
certification would provide software developers with significant legal and marketing benefits, 
including a liability cap during large-scale cyber incidents 8  and liability protections for 
consumers who use their products. Implementing this recommendation could help secure 
software from Ødays and other types of malware while avoiding undermining developers’  
willingness to innovate and produce better products. 

 
2. In order to raise the penalties and risks associated with indiscriminately selling 
dangerous Ødays, the international community should establish uniform export controls of 
these sales through the Wassenaar Arrangement on Export Controls for Conventional 
Arms and Dual-Use Goods and Technologies (“Wassenaar   Arrangement”). Through the 
Wassenaar Arrangement, nations should develop criteria for which Øday sales should be 
authorized and which should be denied. Member nations could focus on  the  “end-use”  and  “end-
destination”  of  such  transactions.  While sales of Ødays to rogue states9, terrorist organizations, 
the  Chinese  People’s  Liberation  Army,  and other nations, entities, or individuals likely to deploy 
such exploits for malicious cyber activity should be outlawed, sales to software vendors that help 
rectify vulnerabilities should be granted export license exceptions. The Wassenaar Arrangement 
should seek to engage non-member nations in this initiative, including countries such as China, 
India, Israel, and Pakistan. Diplomats should stress non-member nations’ mutual vulnerability to 
indiscriminate Øday sales, especially in the realm of cybercrime. The United States should 

                                                        
6 I extend my gratitude to Paul Stockton for his idea of considering the SAFETY Act as a possibility for augmenting software 
cybersecurity. 
7 For more information on the SAFETY Act, see Frequently Asked Questions: SAFETY Act, DEP’T HOMELAND SEC., 
https://www.safetyact.gov/jsp/faq/samsFAQSearch.do?action=SearchFAQForPublic#invalidI9 (last visited March 22, 2014). 
8 For further information on the type of cyber incident that would qualify for SAFETY Act coverage, see infra Section 3.1. 
9 “Rogue  states”  include  nations  such  as  Iran  and  North  Korea, which Wassenaar Arrangement members have previously 
designated  as  “pariah  states,”  unwilling  to collaborate with the international community to curb proliferation. See Lynn E. Davis, 
Under Sec. of State for Arms Control &  Int’l Security Affairs, Address before the Carnegie Endowment for International Affairs 
in Washington, D.C. (January 23, 1996). Members of the Wassenaar Arrangement should determine which other nations pose the 
greatest threat to international security from their continued purchases of Ødays. For further analysis of this issue, see infra 
Section 3.2. 
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implement the Wassenaar Arrangement’s  recommended  controls  through its Commerce Control 
List (“CCL”). Such a multilateral effort would constitute an important step in establishing 
international norms on legitimate Øday purchases. Wassenaar   members’   recent   progress   in  
adding certain cyber technologies to the  Arrangement’s  “dual-use”  lists  verifies  the  viability  of  
this recommendation. 
 
3. The United States should collaborate with international partners to establish a 
cybersecurity task force on Øday sales modeled after the highly successful Financial Action 
Task Force on Money  Laundering  (“FATF”).10 The task force could start with a small group 
of like-minded members and then expand to include a broader membership base in accordance 
with  the  FATF’s  own  historical  progression.  This task force should deploy  the  FATF’s  effective 
soft-power techniques like naming and shaming, as well as threats of countermeasures, to 
encourage nations to institute robust “legal, regulatory, and operational standards” 11  for 
combating dangerous Øday sales. Model standards could include requiring sellers  to  “know  their  
customers”   or   only   sell   to   particular   classes of buyers on an approved list, such as software 
vendors. The task force should solicit private and public stakeholder expertise to determine how 
to effectively adapt the   FATF’s due diligence standards to the Øday sale context, where 
anonymous transactions are common. They should also consider which countermeasures would 
be politically viable and effective at inducing compliance.  
 
4. Congress should amend the Computer Fraud and Abuse Act (“CFAA”) to criminalize 
indiscriminate sales of Ødays in conformity with   the   task   force’s   recommendations. 
Currently, researchers operating within the United States who sell Ødays to those who deploy 
them for malicious cyber activity avoid prosecution under the CFAA. They can contend that they 
lacked the requisite intent to gain unauthorized access to U.S. computer systems themselves and 
were merely selling instructions for penetrating computer systems to third parties.12 To rectify 
this loophole, the CFAA should be amended to impose an affirmative duty on Øday sellers to 
“know  their  customers”  or  only  sell  to  particular  classes  of  entities  on  an  approved  list,  such  as  
software vendors. U.S. courts have long recognized the existence of a similar affirmative duty to 
investigate in other weaponry contexts, such as with handgun purchases from licensed firearm 
dealers.13 Researchers who indiscriminately sell Ødays   that   threaten   the   nation’s   security   and  
economy should be subject to similar standards.  
 
5. Although the intangible nature of Øday transactions and anonymous characteristics of 
the market would make detection of prohibited sales on the underground market difficult, 
intelligence and law enforcement agents could overcome this challenge through global sting 

                                                        
10 I extend my gratitude to Professor Matthew Bunn for his suggestion of applying the FATF model to the Øday market context. 
11 See Ministers Renew the Mandate of the Financial Action Task Force until 2020, FATF, 
http://www.fatfgafi.org/documents/documents/ministersrenewthemandateofthefinancialactiontaskforceuntil2020.html (last 
updated Apr. 23, 2012). 
12 See Tom Gjelten, In Cyberwar, Software Flaws Are A Hot Commodity, NPR NEWS (Feb. 12, 2013, 3:25 AM), 
http://www.npr.org/2013/02/12/171737191/in-cyberwar-software-flaws-are-a-hot-commodity; see also Ryan Gallagher, 
Cyberwar’s  Gray  Market, SLATE (Jan. 16, 2013, 9:00 AM), 
http://www.slate.com/articles/technology/future_tense/2013/01/zero_day_exploits_should_the_hacker_gray_market_be_regulate
d.html. 
13 Jennifer A. Wiegleb, Strong-Arming the States to Conduct Background Checks for Handgun Purchasers: An Analysis of State 
Autonomy, Political Accountability, and the Brady Handgun Violence Prevention Act, 48 WASH. U. J. URB. & CONTEMP. L. 373, 
376 (1995). 
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operations.14  International sting operations have proven highly effective at disrupting other 
forms  of  “intangible”  cybercrime. Even just a few successful and widely publicized operations 
on the Øday market might compel researchers to think twice before selling their discoveries to 
prohibited buyers.15 Since the deterrent effect of sting operations on illicit Øday sales is still 
unverified, more research should be conducted to determine whether global sting operations 
could help combat Øday sales that threaten international security. 
 
6. In order to stem illicit Øday sales on the underground market, software vendors should 
offer more competitive prices for Ødays through competitive white hat bounty programs. 
Currently, excluding Microsoft and some hacking competitions, the majority of white hat 
purchasers do not offer sufficient financial rewards to compete with prices offered on the black 
market.16 An  independent  panel  of  industry  experts  should  evaluate  NSS  Lab’s  recent  proposal  to  
create an international vulnerability purchasing program, as well as other proposals to augment 
the white market for Ødays. Further studies should be conducted to determine whether higher 
prices on the white market would enhance international security or merely induce black market 
purchasers to raise their own prices. 
 
7. The U.S. government should establish an independent panel, comprised of 
representatives from the software industry, cyber insurance industry, critical 
infrastructure industries, export control specialists, law enforcement, and other key 
stakeholders to review these recommendations before implementation. Given the relatively 
new and highly technical challenges presented by this market and the evolving nature of the 
Øday threat, much more research and focused expertise is needed to determine whether such 
proposals are strategically wise. 
 

 

 

 

 

 

 

 

 
                                                        
14 For another discussion of this proposal, see Jack Goldsmith, Herb Lin on the Market for Zero-Day Vulnerabilities, LAWFARE 
(Feb. 15, 2013), http://www.lawfareblog.com/2013/02/herb-lin-on-the-market-for-zero-day-vulnerabilities/. 
15 Id.  
16 Stefan Frei & Francisco Artes, International Vulnerability Purchase Program, NSS LABS 13 (Dec. 2013), 
https://www.nsslabs.com/system/files/publicreport/files/International%20Vulnerability%20Purchase%20Program%20(IVPP)_0.p
df. 
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INTRODUCTION 

President Obama has warned   that   “foreign governments, criminal syndicates and lone 

individuals are probing our financial, energy and public safety systems every day”  and that  “in a 

future conflict, an adversary unable to match our military supremacy on the battlefield might 

seek to exploit our computer vulnerabilities here at home.”17 James Clapper, America’s  highest-

ranking intelligence official, similarly testified that for the first time, cyberattacks and cyber-

enabled espionage have become the leading security threat confronting America. 18  Cyber-

enabled  theft  of  intellectual  property  and  industrial  information  already  constitutes  the  “greatest 

transfer of wealth in history”19 and experts warn that a debilitating cyberattack against America’s  

critical infrastructure could even lead to kinetic consequences.20  

The Obama Administration has implemented numerous initiatives to address these cyber 

threats, including spearheading a   review   of   the   federal   government’s   cybersecurity   efforts, 

strengthening  the  nation’s  attribution capabilities in cyberspace, signing a new Executive Order 

that improves public-private partnerships in combating cyber threats, and developing a voluntary 

Cybersecurity Framework for critical infrastructure entities. 21  However, the Obama 

                                                        
17 Barack Obama, Taking the Cyberattack Threat Seriously, WALL ST. J., July 19, 2012, http://www.whitehouse.gov/the-press-
office/2012/07/19/op-ed-president-obama-taking-cyberattack-threat-seriously. 
18 See Tom Gjelten, Cyberattacks, Terrorism Top U.S. Security Threat Report, NPR NEWS (Mar. 12, 2013), 
http://www.npr.org/2013/03/12/174135800/cyber-attacks-terrorism-top-u-s-security-threat-report; 
Mark Hosenball & Patricia Zengerle, Cyber Attacks are Leading Threat Against US: Spy Agencies, NBC NEWS (Mar. 12, 2013), 
http://www.nbcnews.com/technology/cyber-attacks-are-leading-threat-against-us-spy-agencies-1C8830308. 
19 Josh Rogin, The  Cable  NSA  Chief:  Cybercrime  Constitutes  the  “Greatest  Transfer  of  Wealth  in  History,” FOREIGN POL’Y (July 
9, 2012, 2:54 PM), 
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CCoQFjAA&url=http%3A%2F%2Fthecable.for
eignpolicy.com%2Fposts%2F2012%2F07%2F09%2Fnsa_chief_cybercrime_constitutes_the_greatest_transfer_of_wealth_in_hist
ory&ei=Q14nU-OzMIXH0QG60oGgBg&usg=AFQjCNFcOOfz-
_CRhqWYiGVvMX9LiFuuLw&sig2=NnS_ZGvwfRtRvryx9tt5wA&bvm=bv.62922401,d.dmQ. 
20 See, e.g., David Francis, The Coming Cyber Attack that Could Ruin Your Life, FISCAL TIMES (Mar. 11, 2013), 
http://www.thefiscaltimes.com/Articles/2013/03/11/The-Coming-Cyber-Attack-that-Could-Ruin-Your-Life; Antone Gonsalves, 
Terrorists Could Black Out Large Regions of the Nation for Weeks or Months, a Report from the National Research Council 
Says, CSONLINE (Nov. 29, 2012), http://www.csoonline.com/article/722579/damage-from-attack-on-power-grid-would-surpass-
sandy; Michiko Kakutani, The Attack Coming From Bytes, Not Bombs, N.Y. TIMES, Apr. 26, 2010, 
http://www.nytimes.com/2010/04/27/books/27book.html?pagewanted=all&_r=0. 
21 See Cybersecurity: Responding to the Threat of Cyber Crime and Terrorism: Hearing before the Comm. on Judiciary, 112th 
Cong. (2011) (statement of Gordon M. Snow, FBI Assistant Dir., Cyber Division); Paul Stockton & Michele Golabek-Goldman, 
Prosecuting Cyberterrorists: Applying Traditional Jurisdictional Frameworks to a Modern Threat, 25 STAN. L. & POL’Y REV. 
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Administration and leaders of cyber-dependent nations across the globe have failed to adequately 

address one of the key cybersecurity threats facing the international community: the proliferating 

market for Ødays.  

A Øday is a software vulnerability that is unknown to the computer user and software 

manufacturer. 22  Since the vulnerability was previously unknown, software developers have 

“zero-days”  to  rectify  the  security  flaw.23 It is not a weapon in and of itself. However, it can be 

exploited for espionage or cybercrime purposes or “weaponized”24 to cause computer systems to 

malfunction. 25  Øday exploits have facilitated damaging cyber operations around the world 

including the  “Flame”  cyber  espionage  attacks  against  multiple  Middle  Eastern  nations  and  the  

“Aurora”   operation   against   major   U.S.   corporations. 26  Four Øday Windows exploits were 

allegedly behind the   United   States’   and   Israel’s “Stuxnet”   operation   against   Iran’s   Natanz  

uranium enrichment facility, which destroyed 1,000 IR-1 centrifuges and delayed Iran’s  nuclear  

program by eighteen months.27 Some reports have suggested that one of the four Ødays deployed 

                                                                                                                                                                                   
(forthcoming 2014) (on file with author); National Cyber Investigative Joint Task Force, FED. BUR. INVESTIGATION, 
http://www.fbi.gov/about-us/investigate/cyber/ncijtf (last visited Feb. 25, 2014); see also The NCFTA Combining Forces to Fight 
Cyber Crime, FED. BUR. INVESTIGATION (Sept. 16, 2011), 
http://www.fbi.gov/news/stories/2011/september/cyber_091611/cyber_091611; Aliya Sternstein, Obama’s  Cyber  Executive  
Order Lays Foundation for Mandatory Regulations, NEXTGOV (Feb. 12, 2013), 
http://www.nextgov.com/cybersecurity/2013/02/obamas-cyber-executive-order-lays-foundation-mandatory-regulations/61267/; 
Off. Press Sec., Launch of the Cybersecurity Framework, WHITE HOUSE (Feb. 12, 2014), http://www.whitehouse.gov/the-press-
office/2014/02/12/launch-cybersecurity-framework; Tracy Russo, New Network Takes Aim at Cyber Threats to National 
Security, DEP’T OF JUSTICE (Nov. 14, 2012), http://blogs.justice.gov/main/archives/2558. 
22 See PC TOOLS, supra note 1; SYMANTEC, supra note 1.  
23 See Top Cyber Security Risks — Zero-Day Vulnerability Trends, SANS INST. (Sept. 2009), http://www.sans.org/top-cyber-
security-risks/zero-day.php. 
24 For example, it could be deployed together with a transmission system like a botnet. See Weatherford, supra note 2. A botnet is 
a network of computers  that  are  taken  over  or  “hijacked”  by  an  attacker  remotely  and  ordered  to  perform  certain  functions.  See 
Dennis Fisher, What is a Botnet?, KASPERSKYLAB (Apr. 25, 2013), http://blog.kaspersky.com/botnet/. 
25 See Weatherford, supra note 2. 
26 See Elderwood Project, Who is Behind Operation Aurora and Ongoing Attacks?, SEC. AFFAIRS (Sept. 9, 2012), 
http://securityaffairs.co/wordpress/8528/hacking/elderwood-project-who-is-behind-op-aurora-and-ongoing-attacks.html; see also 
Beendare Seendat, Flame and Stuxnet Devs Shared Zero Day Exploits, TECHEYE (June 11, 2012, 4:22 PM), 
http://news.techeye.net/security/flame-and-stuxnet-devs-shared-zero-day-exploits. 
27 See David Albright, Paul Brannan & Christina Walrond, Stuxnet Malware and Natanz: Update of ISIS December 22, 2010 
Report, INST. SCI. & INT’L SEC. 1 (Feb. 15, 2011), http://isis-online.org/uploads/isis-
reports/documents/stuxnet_update_15Feb2011.pdf; Liam Murchu, Stuxnet Using Three Additional Zero-Day Vulnerabilities, 
SYMANTEC (Sept. 14, 2010, 12:29 PM),  
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in the Stuxnet operation may have been purchased on the Øday market.28 Øday exploits are also 

enabling unprecedented intellectual property theft and other cybercrimes, costing the world 

economy approximately $100 billion to $500 billion annually.29 The success of these cyber 

operations has fueled a growing private market for Ødays, in which researchers sell Ødays to 

criminals, law enforcement and intelligence agencies, and other undisclosed buyers located 

throughout the international community.  

Since the Øday market is unregulated and many companies do not screen their customers, 

rogue governments, terrorist organizations, and other nations and individuals seeking to target 

the United States may be gaining unprecedented access to these vulnerabilities.30 Although al-

Qaeda has previously announced its intent to  wage   “electronic   jihad” against America, it has 

lacked the technical capability to do so. Therefore, a particularly alarming aspect of this market 

is that it may enable terrorist organizations like al-Qaeda to make the requisite technical leap.31 

As Deputy Assistant Secretary of Defense for Cyber Policy Eric Rosenbach, who has been 

nominated for the position of Assistant Secretary of Defense for Homeland Defense, publicly 

acknowledged, non-state actors’ demand for destructive Ødays that  “attack  international  control  

systems . . . keeps  me  awake  at  night.”32 

                                                                                                                                                                                   
http://www.symantec.com/connect/blogs/stuxnet-using-three-additional-zero-day-vulnerabilities; Mathew J. Schwartz, Stuxnet 
Launched By United States And Israel, INFO. WEEK (June 1, 2012, 11:41 AM), http://www.informationweek.com/traffic-
management/stuxnet-launched-by-united-states-and-israel/d/d-id/1104637?. 
28 Joseph Menn, U.S. Cyberwar Strategy Stokes Fear of Blowback, REUTERS (May 10, 2013, 9:47 PM), 
http://in.reuters.com/article/2013/05/10/usa-cyberweapons-idINDEE9490AX20130510. 
29 See Global Cybercrime, Espionage Costs $100–$500 Billion Per Year, INFOSECURITY (July 23, 2013), 
http://www.infosecurity-magazine.com/view/33569/global-cybercrime-espionage-costs-100500-billion-per-year/; Intellectual 
Property: Economic Impact of Zero Day Malware, SPEARTIP, http://www.speartip.com/intellectual-property-economic-impact-of-
zero-day-malware/ (last visited March 18, 2014). 
30 Lemos, supra note 5.  
31 Jack Cloherty, Virtual  Terrorism:  Al  Qaeda  Video  Calls  for  ‘Electronic  Jihad’, ABC NEWS, May 22, 2012, 
http://abcnews.go.com/Politics/cyber-terrorism-al-qaeda-video-calls-electronic-jihad/story?id=16407875#.UORononjkoY. 
32 Government Cyber Threat Issues, CSPAN (Feb. 22, 2013), http://www.c-spanvideo.org/clip/4390789. 
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The market may also be facilitating unparalleled access to Ødays by Russian criminals 

and military intelligence,33 as well as the Chinese People’s  Liberation  Army  (“PLA”), which is 

behind  a  “massive, sustained cyber-espionage campaign”  against   the  United  States resulting in 

economic losses of tens of billions of dollars annually.34 According to a 2013 Mandiant report, a 

single Chinese military unit was responsible for stealing hundreds of terabytes of data from 141 

companies in 20 industries in the United States and across the globe.35 Although reports indicate 

that the PLA conducts much of its Øday research “in-house,”  there  is  evidence  that  the PLA and 

its hackers also purchase Ødays on the worldwide vulnerability market.36 For example, a recent 

investigative report described an email request by a Chinese purchaser offering a hefty payment 

on the Øday market:   “i really need some Ødays, if you have some remote exploit Ødays of 

windows system, i think i can buy it. you know, money is not  the  problem.”37 Given that Beijing 

has repeatedly exploited Ødays to steal intellectual property from U.S. corporations,38 the United 

States has a significant strategic interest in curbing sales of Ødays to the PLA and its sponsored 

hackers. 

Congress and the President recently took an important first step in addressing this 

proliferating market by  including  Section  940,  “Control  of  the  proliferation  of  cyber  weapons,”  

in the enacted National Defense Authorization Act for Fiscal Year 2014.39 Section 940 stipulates 

                                                        
33 See Chris Borgen, Regulating the Global Market of Zero-Day Exploits, OPINIO JURIS (July 22, 2013, 10:56 AM), 
http://opiniojuris.org/2013/07/15/regulating-the-global-market-of-zero-day-exploits/; Assoc. Press, U.S. Report Blasts China, 
Russia for Cyberattacks, USA TODAY (Nov. 3, 2011, 5:47 PM), http://usatoday30.usatoday.com/news/washington/story/2011-11-
03/china-russia-cybersecurity/51065010/1. 
34 Ellen Nakashima, U.S. Said to be Target of Massive Cyber-Espionage Campaign, WASH. POST, Feb. 10, 2013, 
http://www.washingtonpost.com/world/national-security/us-said-to-be-target-of-massive-cyber-espionage-
campaign/2013/02/10/7b4687d8-6fc1-11e2-aa58-243de81040ba_story.html. 
35 APT1:  Exposing  One  of  China’s Cyber Espionage Units, MANDIANT 3 (Feb. 2013), 
http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf. 
36 See Menn, supra note 28. 
37 Id.  
38 Dan Goodin, IE Zero-Day Used in Chinese Cyber Assault on 34 Firms, REGISTER (Jan. 14, 2010), 
http://www.theregister.co.uk/2010/01/14/cyber_assault_followup/. 
39 National Defense Authorization Act for Fiscal Year 2014, Pub. L. No. 113-66, § 940, 127 Stat. 672 (2013) [hereinafter cited as 
NDAA]. 
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that  the  President  “shall  establish  an  interagency  process  to  provide  for  the  establishment  of  an  

integrated policy to control the proliferation of cyber weapons through unilateral and cooperative 

law enforcement activities, financial means, diplomatic engagement, and such other means as the 

President considers appropriate.”40 The stated objective of this interagency process is to decipher 

the  “intelligence,  law  enforcement,  and  financial  sanctions  tools  that  can  and  should  be  used  to  

suppress the trade in cyber tools and infrastructure that are or can be used for criminal, terrorist, 

or military activities while preserving the ability of governments and the private sector to use 

such tools for legitimate purposes of self-defense.” 41  The statute and its accompanying 

committee reports provide minimal guidance on how such controls should be structured or 

consider whether they would be effective. This report aims to fill this gap by recommending first 

steps forward for achieving the NDAA’s stated objective and helping to mitigate the dangerous 

consequences of the unregulated Øday market.  

This report acknowledges the formidable barriers to regulating the Øday market and 

proceeds from the assumption that completely eliminating dangerous Øday sales is virtually 

impossible. Since Øday transactions   are   “intangible” and largely anonymous, determined 

criminals, terrorists, PLA-sponsored hackers, and others may often be able to circumvent 

regulations and transact on the underground market.42 Nevertheless, this report recommends 

initial measures that could at least render it more difficult and costly to sell dangerous Ødays to 

                                                        
40 Id. 
41 Id.  
42 See James Ball, Secrecy  Surrounding  ‘Zero-day  Exploits’  Industry  Spurs  Calls  for  Government  Oversight, WASH. POST, Sept. 
1, 2012, http://www.washingtonpost.com/world/national-security/secrecy-surrounding-zero-day-exploits-industry-spurs-calls-for-
government-oversight/2012/09/01/46d664a6-edf7-11e1-afd6-f55f84bc0c41_story_2.html; see also Paul Rosenzweig, The Market 
in Zero-Day Exploits, LAWFARE (July 14, 2013, 1:27 PM), http://www.lawfareblog.com/2013/07/the-market-in-zero-day-
exploits/. 
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individuals or nations seeking to deploy them for malicious cyber activity including cybercrime, 

cyber espionage, cyberterrorism, and cyberattacks.43  

 Section 1 of this report proceeds by discussing the criteria that guided my 

recommendations. Section 2 provides an overview of the market for Ødays, currently comprised 

of a white market, a proliferating black market, and an intermediate gray market. After providing 

this background, Section 3 sets   forth   this   report’s   recommendations.   In the following order, it 

recommends 1) amending the SAFETY Act to extend coverage for software developers, 2) 

developing uniform export controls through the Wassenaar Arrangement, 3) establishing an 

international task force modeled after the FATF that deploys soft-power and countermeasures to 

halt indiscriminate Øday sales, 4) amending the CFAA to criminalize indiscriminate Øday sales 

at the domestic level, 5) considering global sting operations as a tool to halt and deter illicit Øday 

sales, and 6) bolstering the white hat market for Ødays, which could augment global security and 

reduce  researchers’  incentives  to  sell  their  discoveries  to  criminals on the black market. Finally, 

the U.S. government should establish an independent panel comprised of software industry 

representatives, cyber insurance industry representatives, critical infrastructure industries, export 

control specialists, law enforcement, and other key stakeholders to review and evaluate the 

efficacy of these recommendations.   

 

                                                        
43 There is currently no widespread consensus on the definitions of such activities or the distinctions between them, which 
continues to impede diplomatic progress in effectively addressing these threats. See generally Oona A. Hathaway et al., The Law 
of Cyber-Attack, 100 CALIF. L. REV. 817 (2012). This report relies on proposed definitions offered by the Congressional Research 
Service and Professor Hathaway of Yale Law School. Cyberterrorism is broadly  defined  as  “politically  motivated  hacking  
operations  intended  to  cause  grave  harm  such  as  loss  of  life  or  severe  economic  damage.”  See Clay Wilson, Botnets, Cybercrime, 
and Cyberterrorism: Vulnerabilities and Policy Issues for Congress, CONG. RES. SERV. 4 (Jan. 29, 2008), 
https://www.fas.org/sgp/crs/terror/RL32114.pdf. Cybercrime  is  “crime  that  is  enabled  by,  or  that  targets  computers.”  Id. at 4. 
Such crime can range from theft of trade secrets and intellectual property to pretexting and infringement of copyright laws. Id. 
The key distinction between cybercrime and cyberterrorism is the underlying motivation. Id. Cyber espionage is broadly defined 
as  use  of  cyber  “involv[ing]  the  unauthorized  probing  to  test  a  target  computer’s  configuration  or  evaluate  its system defenses, or 
the  unauthorized  viewing  and  copying  of  data  files.”  Id. at  12.  A  cyberattack  is  “any action taken to undermine the functions of a 
computer  network  for  a  political  or  national  security  purpose.”  Hathaway, supra note 43, at 821. The perpetrator  “must  affect the 
operation of the system or input something into the system, either by damaging the operating system or by adding false, 
misleading,  or  unwelcome  information.”  Id. at 830. 
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SECTION 1: 

METHODOLOGY FOR ARRIVING AT THIS REPORT’S RECOMMENDATIONS 

 In   formulating   this   report’s   policy   recommendations,   I   considered a number of key 

criteria including: 1) impact on security 2) timeframe and political feasibility, 3) low costs of 

compliance for industry, and 4) protecting and advancing U.S. national security interests while 

balancing the need to secure international support for reducing indiscriminate Øday sales. 

This  report’s  recommendations  are  designed  to  generate  the  most widespread impact on 

security by addressing sales of Ødays that impact nations’ “physical integrity  and  territory,”  as  

well as their economic security.44 I considered and ultimately rejected regulatory proposals that 

focused exclusively on sales of Ødays targeting critical infrastructure industrial control systems 

and their applications layer software. Weaponized Øday exploit attacks against these targets are 

highly threatening because they can physically damage critical infrastructure equipment, 

including that of the electric grid and transportation systems, leading to major public health and 

safety dangers and even human casualties.45 Nevertheless, since much of the software deployed 

by critical infrastructure sectors is used elsewhere, it would be challenging to determine whether 

a buyer aimed to deploy the purchased Øday to target critical infrastructure. More importantly, 

applying regulations more broadly is critical because national security is inexorably tied to 

economic prosperity.46 Massive cyber-enabled intellectual property theft and other cybercrimes 

against the United States—resulting in economic losses of hundreds of billions of dollars 

                                                        
44 CYNTHIA ANN WATSON, U.S. NATIONAL SECURITY: A REFERENCE HANDBOOK 5 (2008). 
45 The damage caused by the rupture of a gasoline pipeline owned by Olympic Pipeline Company in Bellingham, Washington—
although not caused by a cyberattack—demonstrates the extent of damage that may occur following a weaponized Øday exploit 
attack against critical infrastructure industrial control systems. The rupture caused three deaths, multiple injuries, forty-five 
million  dollars  in  damages,  significant  environmental  harm,  and  the  company’s  bankruptcy.  See Marshall Abrams, et al., 
Bellingham, Washington, Control System Cyber Security Case Study, NIST, 
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/Bellingham_Case_Study_report%2020Sep071.pdf 1 (last visited Oct. 28, 
2013); see also Joe Weiss, Assuring Industrial Control System (ICS) Cyber Security, CSIS, 
http://csis.org/files/media/csis/pubs/080825_cyber.pdf 12 (last visited Oct. 28, 2013).  
46 See, e.g., Watson, supra, note 44. 



 

 15 

annually47—threatens   the   nation’s   innovation, job security, and global competitiveness.48 This 

report’s   recommendations   aim to curb sales that facilitate a broad range of malicious cyber 

activity endangering global security and the world economy, including cyberattacks, 

cyberterrorism, cyber espionage, and cybercrimes.49  

This report also considers the necessary time frame for and political feasibility of 

implementing its recommendations. Given the proliferation of Øday sales, increasing global 

threats of cybercrime and cyber espionage, and apparent intent of terrorist organizations and 

rogue states to perpetrate cyberattacks against the United States, it is imperative to proceed 

quickly in halting dangerous Øday sales. For example, al-Qaeda operatives have already 

announced   their   ambition   to  wage   “electronic   jihad”   against   the United States and the Iranian 

government’s  cyber  warfare  unit  is already recruiting sophisticated hackers from across the globe 

who  are  “willing  to  work  for  the  goals  of  the  Islamic  Republic”  and  launch  cyberattacks  against  

its adversaries.50 Due to this profound and growing danger to U.S. national security, as well as 

the mounting economic costs from cybercrime and cyber espionage, this report avoids proposing 

recommendations that are politically unfeasible and too costly to achieve in the near future. For 

example, I rejected the policy option of establishing a new federal agency that regulates software 

security—the equivalent of the National Highway Traffic Safety Administration for automobile 

safety. Such an expensive proposal is not only unrealistic in  today’s  economic climate, but also 

politically unviable. The largest U.S. business-lobbying organizations, including the U.S. 

Chamber of Commerce, have staunchly opposed regulating private industries to improve 

                                                        
47 The Economic Impact of Cybercrime and Cyber Espionage, CTR. STRATEGIC INT’L STUD. & MCAFEE 3 (July 2013), 
http://www.mcafee.com/us/resources/reports/rp-economic-impact-cybercrime.pdf. 
48 Id. at 5.  
49 For definitions of these activities, see supra note 43.  
50 See, e.g., Golnaz Esfandiari, Iran Says It Welcomes Hackers Who Work For Islamic Republic, RADIO FREE EUR. (Mar. 21, 
2014), http://www.rferl.org/content/iran_says_it_welcomes_hackers_who_work_for_islamic_republic/2330495.html; Amy 
Kellog, Iran is Recruiting Hacker Warriors  for  its  Cyber  Army  to  Fight  ‘Enemies’, FOX NEWS, Mar. 14, 2011, 
http://www.foxnews.com/world/2011/03/14/iran-recruiting-hacker-warriors-cyber-army/. 
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cybersecurity.51  They have contended that such bureaucratic regulations would “become   the  

enemy of innovation,”52 and have instead recommended establishing voluntary guidelines or 

incentives for industries to invest in cybersecurity.53 Since the benefits of software security are 

widely diffuse while the costs of mandatory regulation would be significant and highly 

concentrated on the software industry, absent   a   “catastrophic cyber   9/11,” software-lobbying 

groups would likely succeed at derailing regulation.54 This report therefore recommends the 

more politically viable alternative of utilizing incentives, such as the liability protections of the 

SAFETY Act, to encourage software companies to voluntarily invest in robust security. 

For similar reasons, this report also rejected the policy option of establishing a new 

international treaty governing Øday sales.55 Nations have been seeking to enter into a cyberspace 

treaty to no avail since the 1990s, indicating the probable futility of establishing a convention 

governing Øday sales in the near future.56 Instead, this report provides more practical policy 

prescriptions by considering more flexible and non-binding international arrangements, such as 

the FATF, that could serve as an effective model for leveraging soft power to persuade nations to 

criminalize and prosecute indiscriminate sales of Ødays. 

This report also examines which existing multilateral regimes can be readily deployed to 

mitigate the threat from indiscriminate Øday sales. For example, with the Wassenaar 
                                                        
51 See Ken Dilanian, U.S. Chamber of Commerce Leads Defeat of Cyber-Security Bill, L.A. TIMES, Aug. 3, 2012, 
http://articles.latimes.com/2012/aug/03/nation/la-na-cyber-security-20120803; Chris Strohm & Eric Engleman, Cybersecurity 
Measure  to  Boost  Companies’  Costs,  Lobbyists  Say, BLOOMBERG (Feb. 15, 2012), http://www.businessweek.com/news/2012-02-
15/cybersecurity-measure-to-boost-companies-costs-lobbyists-say.html. 
52 See, e.g., Benjamin W. Powell, Don’t  Regulate  Cyber  Security, INDEP. INST. (Feb. 28, 2005), 
 http://www.independent.org/newsroom/article.asp?id=1470. 
53 Id.  
54 Rob Housman, Cyber  Secure  Institute’s Statement on U.S. Failure to Withstand Cyber-Attack, BUSINESSWIRE (Dec. 19, 2008), 
http://www.businesswire.com/news/home/20081219005911/en/Cyber-Secure-Institute%E2%80%99s-Statement-U.S.-Failure-
Withstand#.UyiSvl59S5I. 
55 For a discussion of the many challenges associated with establishing an international cyberspace treaty, see James Lewis, A 
Cybersecurity Treaty Is a Bad Idea, US NEWS (June 8, 2012), http://www.usnews.com/debate-club/should-there-be-an-
international-treaty-on-cyberwarfare/a-cybersecurity-treaty-is-a-bad-idea. 
56 See id. For a discussion of the challenges besetting the only binding  multilateral  convention  on  cybercrime,  the  “Council  of  
Europe  Convention  on  Cyber  Crime”,  see generally Nancy E. Marion, The  Council  of  Europe’s  Cyber  Crime  Treaty:  An  Exercise  
in Symbolic Legislation, 4 INT’L J. CYBER CRIMINOLOGY, no. 1 & 2, 2010, at 
http://www.cybercrimejournal.com/marionijccjandec2010.htm. 
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Arrangement, the infrastructure, procedures, and guidelines are already in place to create 

uniform export controls of dangerous Ødays. Some might counter that adapting the Wassenaar 

Arrangement’s  control  lists  to  incorporate  Øday sales could prove just as challenging as entering 

into a new international agreement. Since Wassenaar control list decisions are made by member 

consensus,  there  is  a  potential  for  any  proposed  change  to  be  impeded  by  “holdout  problems.”57 

Yet,  Wassenaar  members’   rapid  progress   just a few months ago in incorporating certain cyber 

technologies   into   the  Arrangement’s   “dual-use”   lists   indicates   the   contrary.   There   is   clearly   a  

growing consensus among members that cyber technologies pose an increasing threat to 

international security and should be subject to export controls.58 Therefore, as will be discussed 

in Section 3.2,   amending   the   Wassenaar   Arrangement’s   control   lists   in   the   near   future   to  

incorporate Ødays is very possible. 

This report’s   recommendations   are also narrowly circumscribed to avoid hurting the 

software   industry   and   “white   hat”   vulnerability   researchers.   Although   reducing   software  

vulnerabilities—the root cause of the proliferating Øday market—is imperative, I rejected the 

policy option of holding software developers liable   for   their  products’  defects. Such an option 

would  hurt  the  software  industry  by  undermining  developers’  willingness  to  produce  newer,  and  

potentially better, products. As experts  have  warned,  “[t]he  principal  negative  effect  would  be  a  

reduction in the pace of innovation. If each new line of code creates a new exposure to a lawsuit, 

it  is  inevitable  that  fewer  lines  of  code  will  be  written.”59 This consequence is highly probable in 

                                                        
57 Kenneth A. Dursht, From Containment to Cooperation: Collective Action and the Wassenaar Arrangement, 19 CARDOZO L. 
REV. 1079, 1113 (1997). 
58 For further analysis of this growing consensus and why the Wassenaar Arrangement would be effective at controlling 
dangerous Øday sales, see infra Section 3.2. See also Sam Jones, Cyber War Technology to be Controlled in Same Way as Arms, 
FINANCIAL TIMES (Dec. 4, 2013, 9:31 PM), http://www.ft.com/cms/s/0/2903d504-5c18-11e3-931e-
00144feabdc0.html#axzz2muVh3Yj4. 
59 TYLER MOORE, PROCEEDINGS OF A WORKSHOP ON DETERRING CYBERATTACKS : INFORMING STRATEGIES AND DEVELOPING 
OPTIONS FOR U.S. POLICY 10  (Nt’l  Res.  Council  2010). 
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the software industry because code is unique in that it is “inherently   buggy” 60  and it is 

“impossible”61 to eliminate all flaws.  

The   challenge   of   “determining   where   software   problems   originate” 62  also renders it 

impractical to establish a liability regime for software. A number of stakeholders may be 

responsible for the consequences of exploited software flaws including the software developers, 

the hardware developers, the   attackers,   the   “exploiters” of the flaws, and the consumers or 

network operators deploying the software. Although this is generally true of other equipment 

subject to strict safety regulations and liability regimes, computer software is inherently much 

more complex. As   experts   have   argued,   “the   notion   that   imposing   new   forms   of   liability   on  

software developers will lead to a solution ignores the fact that often, insecure software is not the 

only cause of network security problems. Individual network operators and users, whether they 

are worldwide enterprises, Internet access providers or individual home users, have 

responsibility   for  securing  their  systems  against  attack  or  exploitation.”63 Given the complexity 

of computer software and the number of potentially culpable parties involved in cyberattacks, 

cyber espionage, and cybercrime, it would be very difficult in court to make a prima facie case 

that   the   software   developers   “caused”   the   damage   resulting from such malicious cyber 

activities. 64  Rather   than   advocating   for   such   impractical   “sticks,”   this   report   recommends  

providing   “carrots”   to   improve   software   security.  Likewise,   this   report’s   recommendations   are  

designed to encourage “white   hat”   vulnerability research. Both its export control and 

                                                        
60 Chris Kanaracus, New Software Contract Principles Prompt Worries, PCWORLD (July 25, 2009, 2:28), 
http://www.pcworld.idg.com.au/article/312393/new_software_contract_principles_prompt_worries/. 
61 Laurianne McLaughlin, Buggy Software: Can New Liability Rules Help Quality?, IEEE, 
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=01231166 (last visited Feb. 2, 2014). 
62 Id.  
63 Jeffrey D. Neuburger, et al., Information Security Vulnerabilities: Should We Litigate or Mitigate, WASH. L. FOUND. 15 (March 
2004), http://www.wlf.org/upload/NeuburgerWP.pdf. 
64 See Gary D. Spivey, Products Liability: Contributory Negligence or Assumption of Risk as Defense under Doctrine of Strict 
Liability in Tort, 46 A.L.R.3d 240 (1972). 
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prosecutorial   recommendations   exempt   “white   hat”   researchers   from   significant   compliance  

costs or risk of penalties.  

Finally,   this   report’s   recommendations   seek   to   safeguard   and   advance   U.S.   national  

security interests while balancing the need to secure international support for Øday exploit 

regulations. The United States, which is extremely vulnerable to a crippling cyber attack due to its 

unparalleled dependence on information technology,65 cannot address the threat of dangerous 

Øday exploit sales acting alone. The Øday exploit market is transnational in scope, with Øday 

discovers, purchasers, brokers, major software vendors, victims, and attackers located across the 

globe. Both cyberattacks and Øday exploit sales are often difficult to trace. Sellers and 

purchasers frequently transact in anonymous chat rooms and attackers route their attacks through 

proxy servers in multiple countries to obscure their IP addresses and physical locations.66 Given 

the global nature of this issue, the United States should refrain from instituting measures that 

would unnecessarily undermine the potential for international cooperation in this field. For this 

reason, this report recommends that the United States should only develop export criteria for 

Øday exploit sales multilaterally, such as through the Wassenaar Arrangement, and should 

encourage countries to criminalize indiscriminate sales of Ødays through an international task 

force. 

Due to the imperative to strengthen global cooperation on this issue, some scholars have 

gone so far as to propose that U.S. government agencies should relinquish their own purchases of 

Ødays. 67  Many nations and scholars have accused the United States of creating its own 

                                                        
65 Ellen Messmer, Is the U.S. the Nation Most Vulnerable to Cyberattack?, NETWORK WORLD (Apr. 7, 2010), 
http://www.networkworld.com/news/2010/040610-cyberattacks-clarke.html?page=1. 
66 Larry Greenemeier, Seeking Address: Why Cyber Attacks Are So Difficult to Trace Back to Hackers, SCI. AM. (June 11, 2011), 
http://www.scientificamerican.com/article.cfm?id=tracking-cyber-hackers. 
67 See this  author’s  discussions  with  scholars  who  wished  to  remain  anonymous.  For  a general analysis of the potential 
“blowback”  stemming  from  the  U.S.  government’s  Øday  purchasing  policies,  see Menn, supra note 28. 
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cyberweapons market “Frankenstein” 68 by being the first to offer extraordinarily high bounties 

for Ødays and by deploying these exploits against other nations, such as in the recent Stuxnet 

operation against Iran.69 If U.S. agencies reduced their sales of exploits, the United States would 

appear less hypocritical in advocating for regulation. The market would also lose some of its 

most well-paying buyers, 70 potentially deterring suppliers from scouring for vulnerabilities in 

computer networks. This report rejected such a strategy since it would significantly imperil U.S. 

security interests. The Øday market’s  demand  is composed of a variety of purchasers seeking to 

target the United States, including Chinese hackers, North Korea, and terrorist entities. If the 

United States halted its own exploit-purchasing program, it would be deprived of critical 

information for defending its networks against attacks.71 Law enforcement agents would likewise 

forgo valuable technologies for tracking underground criminals. 72  Although   this   report’s  

recommendations are tailored to enable the United States to achieve vital international 

cooperation in this field, they will not do so at the expense of endangering U.S. security interests.  

 

 

 

 

 

 

 
                                                        
68 See Borgen, supra note 33.  
69 Nicole Perlroth & David Sanger, Nations Buying as Hackers Sell Flaws in Computer Code, N.Y. TIMES, July 13, 2013, 
http://www.nytimes.com/2013/07/14/world/europe/nations-buying-as-hackers-sell-computer-flaws.html?pagewanted=all&_r=0; 
see also Zero-Day Market, the Governments are the Main Buyers, SECURITY AFF. (May 21, 2013), 
http://securityaffairs.co/wordpress/14561/malware/zero-day-market-governments-main-buyers.html. 
70 SECURITY AFF., supra note 69. 
71 A Zero Day Exploit Used for Good?, PCRISK.COM (Aug. 13, 2013), http://www.pcrisk.com/internet-threat-news/7304-a-zero-
day-exploit-used-for-good. 
72 Gallagher, supra note 12. 
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SECTION 2:  

OVERVIEW OF THE MARKET FOR ØDAYS 

The market for Ødays has “exploded”   in   recent   years   due   to   the   proliferation of 

cybercrime  and  nations’  increased  recourse  to  offensive  cyber  operations  and  cyber espionage.73 

Previously, computer researchers voluntarily reported flaws in software that they discovered to 

software vendors. Vendors therefore lacked the motive to compensate researchers for their 

discoveries and instead publicly acknowledged them when issuing security patches or organized 

events honoring them for their work.74 Today, while public recognition or benevolence may 

convince some researchers to report their findings to software vendors, many are instead induced 

by the substantial profits available by selling their discoveries to governments and other buyers 

with  “deeper  pockets.”75  

The Øday exploit market is currently comprised of three categories: the white market, in 

which so-called   “white   hat”   vulnerability researchers sell Ødays to software vendors or other 

companies that help developers fix security flaws; the black market, where researchers sell 

Ødays to criminal   organizations;;   and   the   intermediate   “gray   market,”   where   researchers sell 

Ødays to government agents often seeking to use them for surveillance of criminals or offensive 

purposes.76 

In response to the significant compensation offered to vulnerability researchers in the 

gray and black markets, software companies were compelled to begin paying researchers for 

their exploit discoveries in the white market—either through direct compensation or exploit 

                                                        
73 Greenberg, supra note 3. 
74 Michael Sutton & Frank Nagle, Emerging Economic Models for Vulnerability Research, WEIS, 
http://weis2006.econinfosec.org/docs/17.pdf 12-17 (last visited March 20, 2014). 
75 Greenberg, supra note 3. 
76 Lemos, supra note 5. 
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competitions.77 For example, the Zero Day Initiative (“ZDI”) is a program designed to reward 

security  researchers  for  “responsible  disclosure”  of  vulnerabilities to software vendors.78 Around 

the same time that ZDI was launched, Mozilla began offering $500 for the discovery of a 

software flaw, and Google, Facebook, and PayPal soon followed suit.79 More recently, Facebook 

and  Microsoft  collaborated  to  create  “HackerOne,”  a  bug  bounty  initiative  that  offers  researchers  

$300 to $5,000 for a given vulnerability.80 Although Microsoft had long opposed creating a bug 

bounty program that compensated researchers for their discoveries,81 in the summer of 2013, 

Microsoft changed course and announced a new program,   “Microsoft’s   Mitigation   Bypass  

Bounty,” that offers researchers up to $100,000 for discovering highly sophisticated 

“exploitation   techniques”   in  Windows programs.82 The white hat researcher who was the first 

recipient of the $100,000 bounty, James  Forshaw,  stated,  “Microsoft’s Mitigation Bypass Bounty 

is very important to help shift the focus of bounty programs from offense to defense. It 

incentivizes researchers like me to commit time and effort to security in depth . . .”83 The 

Microsoft program rewards researchers who report exploitation techniques that are already in the 

“wild,”  that  is,  techniques that are already being deployed to launch attacks.84 According to Katie 

Moussouris, the Senior Security Strategist Lead at Microsoft, the program is therefore often 

referred to as the  “Dead  or  Alive”  program.85 Yet, aside from Microsoft, most software vendors 
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still provide insufficient compensation to compete with buyers in the gray and black markets.86 

For example, a researcher or firm could sell a newly discovered exploit to a software company in 

the white market for approximately $300 to $5,000, or it could earn “10  or  even  100  times”  that  

amount by selling the exploit to a government agency or criminal organization.87 Therefore, 

“white  hat”  researchers  are  motivated  not just by financial compensation, but also by “morals.”88 

In stark contrast to the white market, there is an “anarchic”  black  market for Ødays where 

vulnerability researchers sell exploits to criminal hackers and organizations. Vulnerability 

researchers and scholars have  described  this  market  as  a  “Wild  West,  where  legality  is  rarely  of  

paramount importance.”89 According to officials such as this   report’s client Mr. Rosenbach, 

black market customers may potentially include  nation  states,  terrorist  organizations,  and  “even  

individuals who want to make their mark on history,”  who  lack the requisite technical expertise 

to discover and exploit security flaws.90 Black market sales transpire in “invite-only”  chat  rooms,  

in which researchers sell weaponized exploit toolkits to the highest-paying buyer.91 According to 

Mr. Rosenbach, the black market is facilitated by recently developed Google-like search engines, 

which empower users to find computer systems connected to the Internet and discover software 

weaknesses.92 Many of the websites deployed for these transactions, such as the   “Silk   Road”  

website recently shut down by the   FBI,   are   located   on   the   underground   “Deep   Web”   and  

concealed from traditional search engines.93 
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In between the white and anarchic black markets for Ødays, there is an unregulated, 

burgeoning gray market, where bona fide companies sell Ødays to government agents and other 

unreported customers.94 Many of these companies serve as brokers—they purchase Ødays from 

outside researchers and then resell them to customers at higher prices.95 Other gray market firms 

develop  and  weaponize  Øday  exploits  “exclusively  from in-house  research  efforts.”96  

The   largest   customers   include   the   U.S.   government   and   other   nations’   government  

agencies, which are often willing to spend anywhere from $40,000 to $250,000 for a single 

Øday.97 The Washington Post reported that the U.S. National Security Agency spent $25 million 

on exploit purchases in 2013 alone.98 U.S. law enforcement agencies frequently purchase Ødays 

to   disrupt   criminal   operations   and   “sneak   spy   software   onto   suspects’   computers   or   mobile  

phones.99 Other major buyers purportedly include the governments of Brazil, Britain, China, 

France, India, Israel, Malaysia, North Korea, Russia, and Singapore.100 Governments and other 

clientele that purchase vulnerability information on the gray market often seek to exploit the 

information for offensive operations or espionage.101 Thus, although it would be in civilian 

computer users’  greatest interest to reveal the flaw to software vendors so that they could issue 

patches, intelligence officials withhold information about the flaw from the public. Such policies 
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have generated widespread criticism, with many experts censuring Øday exploit sales as 

“security  for  the  1%.”102  

Yet, the more significant concern is that, in the absence of market regulation, bona fide 

companies are legally selling Ødays to rogue governments and other entities seeking to attack 

America and its allies.103 For example, the Malta-based company ReVuln advertises that it finds 

and sells Ødays that   allow   attackers   to   “remotely   execute   arbitrary   code,   download   arbitrary 

files, execute arbitrary commands, open remote shells or hijack sessions on systems running the 

vulnerable   SCADA   software.”104 The company, whose motto states “invincibility   lies   in   the  

defense;;   the  possibility  of  victory  in   the  attack,”  operates   legally and is registered at the Malta 

Registry of Companies. 105 ReVuln  sells  to  “world-wide”  buyers and the  company’s  co-founder, 

Donato Ferrante, openly concedes,  “I  don’t  see  bad  guys  or  good  guys…[i]t’s  just  business.”106  

He argues that his firm cannot be held accountable for cyberattacks because it merely sells 

information  and  the  “way  the  information  is used  is  up  to  the  customer;;  it’s  not  up  to  us.”107 The 

company allegedly sells Øday exploits targeting industrial control system software deployed by 

General Electric, Schneider Electric, Siemens, and many major U.S. critical infrastructure 

sectors.108 On its website, the company brags that one of its senior researchers has found the 

greatest number of security flaws in Supervisory Control and Data Analysis (“SCADA”)  systems  
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software.109 Critics have therefore censured such firms and researchers for being the “modern-

day  merchants  of  death”  and  selling  “the  bullets  for  cyberwar.”110  
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SECTION 3:  

RECOMMENDATIONS FOR ADDRESSING THE ØDAY MARKET 

3.1  Recommendation #1: Leverage the SAFETY Act to Incentivize Software Security 

and Innovation 

A robust solution to the Øday threat should entail improving software security. Software 

companies’ investment in stronger security measures would   undermine   researchers’   ability   to  

discover Ødays capable of inflicting widespread destruction.111 

 Therefore, there has been increasing attention to the possibility of holding software 

companies liable when their products are compromised. 112  Proponents reason that although 

software insecurity is the  “root  cause” of all cyberattacks and most software is riddled with easily 

preventable security flaws, software companies currently evade all liability by including standard 

exculpatory clauses in their contracts with consumers.113 Most other industries that manufacture 

potentially dangerous products, including the car and toy manufacturing industries, are subject to 

rigid safety standards and frequently held liable when defects in their products inflict harm.114 If 

software developers also feared confronting a multi-billion dollar lawsuit following a 

cyberattack, they might be compelled to invest in stronger security. 

However, it is debatable whether extending liability to software developers is feasible. 

Companies may not fear liability because they may frequently  succeed  at  undermining  plaintiffs’  
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prima facie case   that   their   products   “caused”   the   damage   resulting   from cyberattacks.115 For 

example, a cyberattack against the power grid involves a number of diverse and potentially 

culpable parties, including the attacker, the developers of the Øday exploit, the hardware 

designer,  the  software  developer,  the  vendors,  and  the  “maintainers”  of  the grid.116 Developers of 

the compromised software could therefore contend, for example, that a cyberattack succeeded 

not because their software was defective, but rather because the maintainers of the grid acted 

negligently. 

In addition to these challenges, initiatives to enhance software security should not stifle 

innovation. If writing software exposed programmers to liability, they would be reluctant to risk 

developing newer, and potentially better, products. 117  Developing new software would be 

especially risky because, due   to   software’s   complexity,   it   is   almost   “sacrosanct   that  

vulnerabilities are inherently embedded in software  architecture.”118  

To help resolve this issue, this report proposes that software developers should have the 

opportunity to receive liability protections under an amended version of the Support Anti-

Terrorism by Fostering Effective Technologies Act of 2002  (“SAFETY Act”). Congress enacted 

the SAFETY Act following the September 11th attacks to ensure that liability concerns would not 

deter companies from developing technologies that mitigate the consequences of terrorism.119  

Under the Act, in exchange for demonstrating  that  their  “anti-terrorism”  products  are  highly  safe  

and effective, companies may receive significant liability protections. 120  Protection varies 

depending   on   whether   products   receive   “designation”   or   “certification”   as   Qualified   Anti-
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Terrorism Technology  (“QATT”).  For  example,  QATT  “designation”  provides  companies  with  a  

liability cap in the event of a terrorist event, assurance of exclusive action in Federal court, and 

protection from punitive damages and joint and severable liability.121 Applicants must purchase 

liability insurance in the amount of the liability cap determined by the Department of Homeland 

Security (“DHS”). 122 If companies demonstrate an even higher safety threshold and receive 

“certification”  as  QATT,  DHS immunizes them from all liability in terrorist-related claims.123 

By extending the SAFETY Act to cover software developers besides those that produce 

“anti-terrorism”   technologies, the government would incentivize more software companies to 

invest in greater security.124 Under the current Act, only “anti-terrorism”  technologies—defined 

as technologies “designed,   developed,   modified,   or   procured   for   the   specific   purpose   of  

preventing, detecting, identifying, or   deterring   acts   of   terrorism”—are eligible for liability 

protections. Since most software’s  primary  function is not to mitigate or deter acts of terrorism, 

the vast majority of software would not qualify for coverage. Nevertheless, protecting other 

software from Ødays is also critical to   the   nation’s   security. For example, our critical 

infrastructure deploys industrial control systems, including Supervisory Control and Data 

Analysis systems, Distributed Control systems, and Programmable Logic Controllers, which 

enable companies to open and shut water pump valves, react to pressure, and change volume 

levels automatically and remotely.125 These systems rely on applications layer software that is 
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susceptible to Ødays.126 Likewise, a cyberterrorist could deploy weaponized Øday exploits to 

target software used by Wall Street banking systems. According to intelligence officials, such an 

attack could “trigger the  financial  collapse  of  a  nation,  or  even  a  group  of  connected  nations.”127 

The widespread theft of intellectual property that Ødays facilitate also poses a significant threat 

to the U.S. economy and national security.128 Given the major security risks involved, developers 

that produce software besides anti-terrorism technologies should also be able to utilize the 

SAFETY Act’s  security incentives. 

Confirming the viability of this report’s  recommendation, since the first draft was written, 

the U.S. House Homeland Security Committee introduced into Congress H.R. 3696, the National 

Cybersecurity and Critical Infrastructure Protection Act of 2013. This bill proposes strengthening 

cybersecurity through a variety of means including amending the SAFETY Act to enable private 

entities to apply for SAFETY Act coverage for qualifying cyber incidents, in addition to 

qualifying acts of terrorism.129 Under Section 202 of the bill, a qualifying cybersecurity incident 

includes one  that  “disrupts  or  imminently  jeopardizes  the  integrity,  operation,  confidentiality,  or  

availability of programmable electronic devices, communication networks, including hardware, 

software and data that are essential to their reliable operation, electronic storage devices, or any 

other information system, or the information that system controls, processes, stores, or 
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transmits.”130 The   incident  must   result   in   “material   levels   of   damage,   disruption,   or   casualties  

severely affecting the United States population, infrastructure, economy, national morale, or 

Federal,  State,  local,  or  tribal  government  functions.’’131 The incident could therefore qualify for 

coverage even if it only results in severe financial damage without any resulting casualties, such 

as a major cyberattack against Wall Street. Under the bill, the Secretary of the Department of 

Homeland Security also possesses significant discretion to   “define   and   specify”   the   types of 

cybersecurity incidents that would warrant SAFETY Act coverage.132 

In order to extend SAFETY Act coverage to cyber incidents, the DHS would need to 

develop standards for   determining   whether   applicants’   software   warrants   protection   under   a  

revised SAFETY Act. To develop such standards, the DHS could utilize the expertise of a 

number of specialists in this field including the  DHS’s own Computer Emergency Readiness 

Team   (“CERT”). 133  The CERT has acknowledged that “eliminating   vulnerabilities   during  

development can result in a two to three orders-of-magnitude reduction in the total cost of 

repairing the code versus making the repairs afterwards” and has therefore been collaborating 

with software developers and security specialists to establish the “Secure  Coding   Initiative.”134 

The  Initiative’s  mission  is  to  “reduce  the  number of  vulnerabilities…by  preventing  coding  errors  

or   discovering   and   eliminating   security   flaws   during   implementation   and   testing.” 135 

Accordingly, the  Initiative  has  devised  “Secure  Coding  Standards,”  which Cisco and Oracle have 

already relied on in developing new products. Through   CERT’s Source Code Analysis 
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Laboratory (SCALe), CERT tests submitted software against these coding standards. 136  In 

addition to utilizing CERT’s   “Secure   Coding   Standards,”   which CERT is continuously 

strengthening, the DHS should also consider international standards for its software security 

benchmarks. For example, the International Organization for Standardization and the 

International Electrotechnical Commission have been working to improve their software coding 

and testing standards and have received continuous input from CERT.137  

The National   Institute   of   Standards   and   Technology’s (“NIST”) new “Framework   for  

Improving  Critical  Infrastructure  Cybersecurity” could also help guide security benchmarks for 

software deployed by critical infrastructure sectors.138 Many have criticized the new Framework 

for failing to provide any   “specific  methodologies   for   securing the   industrial   control   systems”  

and  instead  serving  as  a  vague  “high-level”  cybersecurity document.139 Nevertheless, NIST and 

DHS have indicated their plans to collaborate with industries in the coming year to develop more 

specific recommendations for implementing the Framework,140 which could guide SAFETY Act 

certification criteria.  

The Science and Technology Directorate of the Department of Homeland Security, which 

is charged with administering the SAFETY Act program, should assemble a body of highly 

qualified software and cybersecurity experts to help determine whether submitted software 

warrants SAFETY Act coverage. Such experts should include CERT specialists and experts 
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detailed from the NIST, who would ideally have contributed to the development of SAFETY Act 

software certification criteria. Furthermore, due to the constantly evolving nature of both 

software development and security threats, the DHS should collaborate with CERT, NIST, and 

other experts to frequently update its certification criteria.141  

One of the most critical requirements of this new certification system for software would 

be continual monitoring. If software developers believed that they would be safeguarded from 

liability after receiving SAFETY Act certification for a lengthy period of time, they would lack 

incentive to continue to rigorously test their products for flaws. To avoid this outcome, Congress 

should consider reducing the length of SAFETY Act designation from the current five-year term 

to a one or two-year term, which would require software developers to renew their SAFETY Act 

coverage more frequently. In order to not overburden software developers, the DHS could make 

the renewal application much less time-consuming than the initial application. For example, 

developers could merely stipulate to DHS the testing procedures they implemented since 

applying for SAFETY Act coverage. Alternatively, Congress could maintain the SAFETY Act’s 

current five-year coverage for software developers, but mandate that all software developers 

regularly test their software for vulnerabilities as part of their requirements for liability coverage. 

If DHS discovered that a developer had failed to conduct additional testing once receiving 

SAFETY Act certification, it could revoke its certification before the five-year period ended.142  

In addition to receiving liability protections, software developers who invest in security 

and receive SAFETY Act approval would also benefit from strengthened brand image. They 

would be able to place a DHS-approved SAFETY Act seal on their software, informing 

                                                        
141 For an overview of challenges in implementing software security certification programs, see ERNESTO DAMIANI, ET AL., OPEN 
SOURCE SYSTEMS SECURITY CERTIFICATION 9 (2009). 
142 See Wendy Peters, et. al, The SAFETY Act, WILLIS 2 (July 2008), 
http://www.willis.com/Documents/publications/Services/Property/Property_Safety_Act_PartII.pdf. 
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customers that DHS conducted a comprehensive review and determined that their software is 

“effective,  reliable,  and  safe.”143 The seal would be a substantial “market  differentiator” because 

it would guarantee that the software company is the only “entity that may be sued for damages to 

third parties.”144 Consumers who purchased the software would be immune from liability.145 

With such marketing benefits, many software companies would be incentivized to invest in 

security and apply for SAFETY Act coverage. 

Although inducing software companies to invest in stronger safety would reduce defects 

and make it harder to discover and weaponize Ødays, latent vulnerabilities would inevitably 

exist. Therefore, efforts to expand the SAFETY Act to promote security should be accompanied 

by robust efforts at the international and domestic levels to regulate Øday sales. This report turns 

next to demonstrating how multilateral export controls adopted through the Wassenaar 

Arrangement, and subsequently implemented at the domestic level, could raise the costs of 

selling Ødays to ill-intentioned individuals or entities while permitting  “white-hat”  researchers to 

continue to operate. 

 

3.2 Recommendation #2: Implement Domestic and International Export Controls of 

Øday Sales through the Wassenaar Arrangement 

Instituting export controls for Øday sales—and thus requiring certain gray market sellers 

of dangerous exploits to obtain licenses from the Department of Commerce—would provide 

another hurdle to selling dangerous Ødays to those seeking to target America. Section 940 of the 

                                                        
143 See SAFETY Act Certified, PREPARED RESPONSE, INC., http://www.preparedresponse.com/DHS-SAFETY-Act.html (last 
visited Sept. 1, 2013); SAFETY Act, HUNTON & WILLIAMS LLP, http://www.hunton.com/SAFETY_Act/ (last visited Sept 1, 
2013). 
144 Dismas Locaria, SAFETY Act: A Cybersecurity Win-Win  For  Gov’t,  Industry, LAW360 (Apr. 24, 2013, 3:20 PM), 
http://www.law360.com/articles/435580/safety-act-a-cybersecurity-win-win-for-gov-t-industry; See SAFETY Act, supra note 7. 
145 Id. 
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2014 NDAA envisions establishing such export controls to curb the proliferation of 

cyberweaponry.146 

Yet, before export controls are established, there should be criteria for determining which 

sales should be authorized and which should be denied. This is crucial because given the dual-

use nature of Ødays, not all   sales   should   be   prevented.   Sales   by   “white   hat”   researchers   to 

software vendors for   purely   “defensive   purposes”   should   not   be   subject to the same stringent 

controls as those that facilitate cyber espionage, cybercrimes, or cyberattacks that incapacitate 

critical infrastructure systems. Indeed, the Senate Armed Services Committee acknowledged in 

its accompanying report to its initial NDAA bill that  there  is  a  need  to  develop  “definitions  and  

categories  for  controlled  cyber  technologies”  that  can  guide  export controls.147  

Developing such definitions and categories on a multilateral basis is the only viable 

option. The   “Wild   West”   market   for   Ødays   transcends national boundaries. A unilateral, 

American  effort  to  develop  a  list  of  “acceptable”  and  “unacceptable”  transactions  would  provoke  

backlash and fail to secure much-needed international support. The United States should 

therefore consider collaborating with the international community to develop export control 

criteria through the Wassenaar Arrangement on Export Controls for Conventional Arms and 

Dual-Use   Goods   and   Technologies   (“Wassenaar   Arrangement”). 148  The Wassenaar 

Arrangement, which was established in 1996, is a superior alternative to the other three existing 

multilateral export regimes—the Nuclear Suppliers Group, the Missile Technology Control 

Regime, and the Australia Group—for implementing export controls of Øday sales. Since the 

Nuclear  Suppliers  Group’s  overarching  objective  is  to  “prevent  nuclear  exports  for  commercial  

                                                        
146 See NDAA, supra note 39. 
147 See S. REP. NO. 113-044, at 159 (2013). 
148 See also David Fidler, Zero-Sum Game: The Global Market for Software Exploits, ARMS CONTROL L. (July 18, 2013), 
http://armscontrollaw.com/tag/zero-day-exploits/. 
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and peaceful purposes from being   used   to   make   nuclear   weapons,”   incorporating   controls   of  

Ødays into this arrangement would fall outside the purview of the regime.149 Likewise, the 

Missile   Technology   Control   Regime   seeks   to   curb   “proliferation of missiles and missile 

technology,”   which is irrelevant for addressing Øday sales. 150  The Australia Group, whose 

mission  is  to  “ensure  that  exports  do  not  contribute  to  the  development  of  chemical  or  biological  

weapons,”151 is also ill-suited for curbing indiscriminate sales of Ødays.  

Unlike these other multilateral export regimes, the Wassenaar Arrangement has a broad 

mission that could aptly encompass Øday   sales:   to   “contribute   to   regional   and   international  

security and stability, by promoting transparency and greater responsibility in transfers of 

conventional arms and dual-use goods and technologies, thus preventing destabilizing 

accumulations.”152 The arrangement, which currently includes 41 member nations, strives to 

achieve   this  objective  by   establishing  uniform  “control   lists”  of  dual-use technologies, sharing 

information on dual-use transfers, and consulting with members on national export policies and 

denials of export license applications.153 Wassenaar members could incorporate Øday sales into 

the   Arrangement’s   dual-use lists, which already cover certain types of code and software, 

including encryption software.154 

Furthermore,   the  Wassenaar   Arrangement   already   provides   for   controls   of   “intangible  

technology,”  which  members  have  agreed  are  “critical   to   the  credibility  and  effectiveness  of  [a  

                                                        
149 Daryl Kimball, The Nuclear Suppliers Group (NSG) at a Glance, ARMS CONTROL ASS’N (Oct. 2012), 
http://www.armscontrol.org/factsheets/NSG. 
150 Frequently Asked Questions, MTCR, http://www.mtcr.info/english/FAQ-E.html (last visited Dec. 3, 2013). 
151 The Australia Group, http://www.australiagroup.net/en/index.html (last visited Dec. 2, 2013). 
152 Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies: Initial Elements, 
July 12, 1996, § I.1, http://www.wassenaar.org/docs/IE96.html; Introduction, WASSENAAR ARRANGEMENT, 
http://www.wassenaar.org/introduction/index.html (last visited Sept. 3, 2013). 
153 Jamil Jaffer, Strengthening the Wassenaar Export Control Regime, 3 CHI. J. INT’L L. 519, 520 (2002). 
154 Lists of Dual Use Goods and Technologies and Munitions List, WASSENAAR ARRANGEMENT, 
http://www.wassenaar.org/controllists/index.html (last visited Dec. 11, 2013); see also Mark T. Pasko, Re-Defining National 
Security in the Technology Age: The Encryption Export Debate, 26 J. Legis. 341-42. 
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Participating  State’s]  domestic   export   control   regime.”155 The  Arrangement  defines   “intangible  

technology”  as  “specific  information  necessary  for  the  ‘development,’  ‘production’  or  ‘use’  of  a  

product,”   including   “technical   data   or   technical   assistance.”156 Selling technical knowledge on 

how to exploit vulnerabilities in computer software appropriately falls under this definition.157 

When Wassenaar members develop criteria for export controls of Ødays, they should 

focus on the sale’s   end-use, end-purchaser, and country of destination. Although sales of 

dangerous Ødays to criminals, terrorist organizations, rogue states, the   Chinese   People’s  

Liberation Army, and other entities or nations seeking to deploy such Ødays for malicious cyber 

activities should be denied, controls  should  not  impede  legitimate  “white  hat”  researchers  from  

selling Ødays to software vendors. 

Confirming the feasibility of this report’s  recommendation, Wassenaar members recently 

began including “sensitive   cyber   technologies”   on   their   export   control   lists.158 In December of 

2013, Wassenaar Arrangement diplomats acknowledged for the first time that software and 

hardware   technologies   for   “hacking   and   network   surveillance   and   intelligence”   were also 

“detrimental to international and regional security and stability”159 and announced their decision 

to  “clamp  down”  on  the  proliferation  of  dangerous  cyber  technologies.160 As a United Kingdom 

diplomat explained,  “[t]hese  products  have   legitimate  uses   in  defending  networks  and   tracking  

                                                        
155 Best Practices for Implementing Intangible Transfer of Technology Controls, WASSENAAR ARRANGEMENT (2006), 
http://www.wassenaar.org/guidelines/docs/ITT_Best_Practices_for_public_statement.pdf. 
156 Id. 
157 Ødays are often comprised of changeable code that is uninstantiated,  meaning  that  it  contains  “data  whose  storage  type  and  
values  are  unknown.”  See What Is Instantiation?, IBM, 
http://pic.dhe.ibm.com/infocenter/spssmodl/v15r0m0/index.jsp?topic=%2Fcom.ibm.spss.modeler.help%2Ftypenode_instantiatio
n.htm (last visited Oct. 19, 2013); Weatherford, supra note 2 and discussions with other experts. They are difficult to categorize, 
especially when deployed with launch pads. Id. Since the Wassenaar Arrangement defines intangible technology in terms of 
technical data that is instantiated, more analysis will be needed to determine how to apply its controls to Ødays. However, the 
fact that the Arrangement already governs certain code and encryption software indicates that such application is feasible. See 
also Pasko, supra note 154, at 341-42. 
158 Jones, supra note 58. 
159 Larry Seltzer, Governments Planning to Control Security Tech Exports, ZDNET (Dec. 5, 2013, 6:52 PM), 
http://www.zdnet.com/governments-planning-to-control-security-tech-exports-7000023982/. 
160 Jones, supra note 58. 
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and disrupting criminals but we recognize that they may also be used to conduct espionage. 

Given the international nature of this problem we believe that an internationally agreed upon 

solution will be the most effective response.”161 Accordingly, the Arrangement added two new 

categories of dual-use goods and technologies to its control lists—“intrusion  software”  and  “IP 

network   surveillance   systems.” 162  Controlled “intrusion   software”   is   defined   as   “software  

specially  designed  or  modified  to  avoid  detection  by  ‘monitoring  tools’,  or  to  defeat  ‘protective  

countermeasures’,   of   a   computer   or   network   capable   device,   and   performing any of the 

following: 1) the extraction of data or information, from a computer or network capable device, 

or the modification of system or user data or 2) the modification of the standard execution path 

of  a  program  or  process  in  order  to  allow  the  execution  of  externally  provided  instructions.”163  

Since the recent changes were instituted, there has been significant confusion among 

experts   regarding   the   “intended   scope   of   these   clauses.” 164  Some gray market vulnerability 

research firms, including the French-based VUPEN, broadly interpreted the Wassenaar 

Arrangement’s   new   “intrusion   software”   controls   to apply to Øday sales. 165 They therefore 

immediately took extra precautions by altering their sales policies to comply with the 

Arrangement’s   end-user restrictions. 166  Nevertheless, in recent months, delegates to the 

Arrangement  have  clarified  that  the  new  inclusion  of  “intrusion  software”  is  only  meant  to  apply  

to software deployed   to   “disseminate   and   implement   intrusion   software,”   rather   than   the  

                                                        
161 Id.  
162 See International Agreement Reached Controlling Export of Mass and Intrusive Surveillance Technology, OPEN TECH. INST. 
(Dec. 9, 2013), 
http://oti.newamerica.net/blogposts/2013/international_agreement_reached_controlling_export_of_mass_and_intrusive_surveilla
nce. 
163 See The Wassenaar Arrangement List of Dual-Use Goods and Technologies and Munitions, Dec. 2013, Cat. 4, available at 
http://www.wassenaar.org/controllists/2013/WA-LIST%20%2813%29%201/WA-LIST%20%2813%29%201.pdf. 
164 See OPEN TECH. INST., supra note 162. 
165 See Applicable Regulations and Restrictions, VUPEN, http://www.vupen.com/english/services/lea-index.php (last visited 
March 20, 2014). 
166 Id.  
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“malware, rootkits, or exploits”  themselves.167 While Øday sales have yet to be regulated under 

the Arrangement, these recent changes and growing acknowledgement among Wassenaar 

members that dual use cyber technologies can be deployed to endanger international security 

should pave the way for future incorporation of Øday sales into the Arrangement’s  dual-use lists. 

Furthermore, it is very revealing that firms such as VUPEN that interpreted the Wassenaar 

Arrangement’s  new  controls to govern Øday sales—even if their interpretation was ultimately 

incorrect—rapidly altered their sales policies. This demonstrates that, unlike regulatory skeptics 

contend, increasing the risks and penalties associated with indiscriminately selling Ødays can 

deter researchers from entering into illicit transactions. 

According   to   the   Wassenaar   Arrangement’s   design,   Wassenaar members compile the 

control lists collectively and nations are then encouraged to implement corresponding controls 

through domestic export licensing systems. 168  Thus, after the international community 

incorporates Øday sales into its control lists, the United States should implement the Wassenaar 

Arrangement’s recommended controls through its Commerce   Control   List   (“CCL”). 169 Since 

Ødays would  constitute  “controlled  items”  and  receive  an  Export  Classification  Number,  sellers  

would  need   to   apply   for   licenses  with   the  Department  of  Commerce’s  Bureau  of   Industry   and  

Security   (“BIS”).170 To ensure that this licensing regime does not impose excessive regulatory 

                                                        
167 See Jennifer Granick & Mailyn Fidler, Update: Changes to Export Control Arrangement Intended to Apply to Surveillance 
Technology, not Exploits, but Confusion and Ambiguity Remain, JUST SECURITY (Feb. 19, 2014, 2:15 PM), 
http://justsecurity.org/2014/02/19/update-export-control-arrangement-intended-apply-surveillance-technology-exploits-
confusion-ambiguity-remain/; Edin Omanovic, Export Controls and the Implications for Security Research Tools, PRIVACY INT’L 
(Dec. 9, 2013), https://www.privacyinternational.org/blog/export-controls-and-the-implications-for-security-research-
tools#update. 
168 Ed. Staff, Nonproliferation Export Controls on Weapons of Mass Destruction and Related Technologies 
25 No. 1 INT’L QUARTERLY ART 7. 
169 Overview of U.S. Export Control System, U.S. DEP’T STATE, http://www.state.gov/strategictrade/overview/ (last visited Sept. 
11, 2013). 
170 See 5 C.F.R. § 732.1 (2012); Jordan Collins, Same Laws, Different Century: The Bureau of Industry & Security's Role in 
Global Trade & National Security, CURRENTS: INT’L TRADE L.J., Winter 2006, at 108, 110. 
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burdens on white-hat researchers, BIS should create and make available a license exception171 to 

those who export Ødays to software vendors and other categories of pre-authorized entities in 

approved countries of destination.172 BIS usually makes such license exceptions available when 

it has “determined that the particular item, value, end-use and end-user do not constitute 

sufficient risk to require an export license.”173 Sellers with license exceptions would still be 

responsible for conducting at least some due-diligence,  such  as  “confirming that the end-user is 

fully within the category of end-users described in the license exception.”174 For example, if 

white hat researchers were granted a license exception to only sell to software vendors, they 

would be responsible for ensuring that vendors were indeed the only ones who acquired their 

discoveries. If they failed to conduct such due-diligence, they would be subject to administrative 

or criminal penalties. 175  Nevertheless, an export exception would enable them to sell their 

discoveries to vendors more quickly and easily, thereby minimally impacting their business 

operations and facilitating timely security patches. 

In addition to enumerating specific categories of Ødays on  the  Wassenaar  Arrangement’s  

and  CCL’s  controlled  items  lists,  member  nations  could  also  curb  dangerous  sales  through  export  

“catch-all”   provisions.176 In the context of weapons of mass destruction and missile material 

controls,   “catch-all”   provisions   are   defined   as   controls   that   “provide   a   legal   and/or   regulatory  

basis to require government permission to export unlisted items when there is reason to believe 

                                                        
171 I extend my gratitude to Robert Shaw for his suggestion to consider license exceptions and catch-all provisions in this context. 
Telephone Interview with Robert Shaw, Export Instructor, Monterey Institute of International Studies (Oct. 7, 2013). 
172 See id. For a detailed analysis of how export control exceptions may reduce regulatory barriers in other contexts, see Joseph 
A. Schoorl, Clicking  the  “Export”  Button: Cloud Data Storage and U.S. Dual-Use Export Controls, 80 GEO. WASH. L. REV. 632, 
642-652 (2012); see also 15 C.F.R. § 740 (2013). 
173 Overview of U.S. Export Control System, DEP’T STATE, http://www.state.gov/strategictrade/overview/  (last visited March 24, 
2014). 
174 See Shaw, supra note 171. 
175 Shaw, supra note 171. 
176 Catch-all  provisions  are  similar  to  export  license  exceptions.  If  the  exporter  possesses  “knowledge  or  reason-to-know that an 
otherwise uncontrolled item will support a proscribed end-use, then the exporter must apply for an export license, regardless of 
the  technical  characteristics  of  the  item.”  Id. 
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such items are intended for a WMD/Missile end-use or end-user.”177 Member nations would 

need to define   “catch-all”   provisions   in   the  Øday context and specify under which conditions 

such a provision would govern. For example, the “catch-all”  provision  might be invoked when 

sellers  have  “reason  to  know”  that  their Ødays will be deployed for “malicious cyber activity,”178 

which could be defined as including cyberattacks and cyber espionage.179 Due to the rapidly 

evolving nature of technologies and discoveries of new vulnerabilities, the international 

community may be unable to immediately incorporate newly discovered Ødays into their control 

lists.  A  “catch-all”  provision  for  dangerous  Øday sales would therefore provide a critical safety 

net in this context.180 

Some  might  counter  that  it  is  impractical  to  control  “intangible”  data  transfers  like  Ødays. 

However, the government has successfully limited exports of dangerous technical data for years 

under the Export Administration   Regulations   (“EAR”),   the International Traffic in Arms 

Regulations  (“ITAR”), and the Atomic Energy Act (“AEA”).181 It is indisputable that it has the 

statutory   authority   to   regulate   information   that   can   be   deployed   in   the   “development,”  

“production,”  or  “use”  of  prohibited  defense  materials.182 For example, pursuant to these statutes, 

                                                        
177 Catch-All Controls, U.S. DEP’T OF STATE, http://www.state.gov/strategictrade/practices/c43179.htm (last visited Oct. 2, 2013). 
178 For an overview  of  “malicious cyber activity” and the definitions of these other terms, see supra notes 4 & 43. 
179 Id. 
180 Public Statement, WASSENAAR ARRANGEMENT  (Dec. 12, 2002), 
http://www.wassenaar.org/publicdocuments/2002/public121202.html; Toli Welihozkiy, Catch-All Controls, U.S. DEP’T ENERGY, 
http://www.paei.org/07BuildingWeaponsofMassDestruction/04Catch-AllControls.pdf (last visited Sept. 29, 2013). For current 
“catch-all”  provisions  in  the  EAR,  see 15 C.F.R. §§ 744.2, 744.3, 744.4 (2012); Overview of U.S. Export Control System, U.S. 
DEP’T STATE 19-21, http://www.state.gov/strategictrade/overview/ (last visited Sept. 11, 2013). Effective enforcement of catch-all 
provisions will require strong collaboration between intelligence agents and law enforcement officials. They will need to collect 
sufficient evidence to demonstrate that the exporter knew or had reason to know that the exploit would be deployed for a 
prohibited end-use. See Shaw, supra note 171. 
181 See, e.g., Robert A. Borich Jr., Globalization of the U.S Defense Industrial Base: Developing Procurement Sources Abroad 
Through Exporting Advanced Military Technology, 31 PUB. CONT. L.J. 623, 641-43 (2002); Collins, supra note 170, at 110-111; 
Pasko, supra note 154, at 337, 350. 
182 15 C.F.R. § 772.1 (2012). “Technical  data”  subject  to  export  controls  may  take  “a  tangible  form,  such  as  a  model,  prototype,  
blueprint,  or  an  operating  manual”  or  an  “intangible  form  such  as  technical  services.”  Id. The Arms Export Control Act provides 
the  President  with  the  power,  “in  furtherance of world peace and the security and foreign policy of the United States . . . to 
control  the  import  and  the  export  of  defense  articles”  and  related  services,  including  dangerous  technical  data.  See 22 U.S.C.A. § 
2778 (a) (1) (2012). See also Elizabeth Lauzon, The Philip Zimmermann Investigation: The Start of the Fall of Export 
Restrictions on Encryption Software Under First Amendment Free Speech Issues, 48 SYRACUSE L. REV. 1307, 1349 (1998); 
United States v. Edler Indus., Inc., 579 F.2d 516, 520 (9th Cir. 1978). An amendment would not be required because once certain 
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the government prevents individuals and universities from training or sharing information with 

foreigners on how to develop a nuclear weapon, missiles, and other dangerous technologies.183 

The   “intangible”   electronic   or   digital   transmission   of   “blueprints,   diagrams,   manuals,  

instructions,  [and]  software”  related  to  controlled items is also forbidden.184 BIS would be able to 

deploy the same procedures to control information transfers regarding exploiting vulnerabilities 

in  our  nation’s  computer  systems. 

Admittedly, using the Wassenaar Arrangement to develop uniform export controls for 

Ødays is far from a panacea. The Wassenaar Arrangement is voluntary and lacks strong 

compliance monitoring and enforcement measures. Even if the United States changed its CCL to 

correspond   with   the   Wassenaar   Arrangement’s   controlled   items   list for cyberweapons, other 

participating nations may not follow suit. Even if they did, they may lack the capability to 

enforce export laws on Øday sales. The United States may have limited enforcement capacity in 

this area as well. Although the United States and other nations routinely enforce export controls 

of other dangerous data, given the intangible nature of such transactions, enforcement is often 

very challenging. Since the market is largely anonymous and geographically dispersed, export 

controls may simply drive many sellers underground. Likewise, although the Wassenaar 

Arrangement would prohibit certain end-users from purchasing Ødays, it would often be 

challenging to verify the  purchaser’s  identity  as well as his or her intended end-use. Furthermore, 

although it would be in the interest of U.S national security for the Wassenaar Arrangement to 

preclude Øday sales to Russian intelligence agencies that are currently “conducting a range of 

                                                                                                                                                                                   
Øday sales  were  prohibited  under  a  revised  CCL,  they  would  be  considered  information  that  could  be  “used  to  develop  prohibited  
defense  materials.” 
183 See Off. Gen. Counsel, Export Administration Act (EAA) and the Arms Export Control Act (AECA), CATH. UNIV. (Feb. 28, 
2013), http://counsel.cua.edu/fedlaw/eaa.cfm.  
184 See James Plitt, Cyber Export Control Investigations, DEP’T HOMELAND SECURITY 7 (Nov. 1, 2005), 
http://exportcontr.web123.discountasp.net/library/conferences/1379/Day_2_1330_-_PLITT_-_AEX2.pdf. 
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activities to collect economic information and technology from US targets,”185 Russia would be 

able to derail this proposal due to its Wassenaar membership. 

A significant limitation of this proposal is that some major purchasers of Ødays and 

perpetrators of cyberattacks, including China, are not members of the Wassenaar 

Arrangement.186 Given that China is rapidly becoming one of the most powerful players on the 

world stage and is a significant sponsor of cyber espionage, it would be vital to engage China in 

this initiative.187 Fortunately, China has at least made progress in adhering to the international 

norms and standards of other nonproliferation regimes, including the Missile Technology 

Control Regime and the Nuclear Suppliers Group.188 Since 2004, the Wassenaar Arrangement 

has held five rounds of dialogue with China on export controls for dual-use technologies.189 

Wassenaar members should continue to build on these outreach efforts and invite China to 

participate in their ongoing dialogue on permissible sales of Ødays.190  

However, a likely impediment to cooperation would be if the Wassenaar  Arrangement’s  

controls appeared to “unfairly” target the Chinese government, such as precluding Øday sales to 

the PLA, while simultaneously authorizing exports to the U.S. National Security Agency. The 

United  States’  dual strategic interests in this area—to engage the Chinese in developing mutual 

norms and understandings in cyberspace while simultaneously continuing to purchase large 

                                                        
185 Foreign Spies Stealing US Economic Secrets in Cyberspace: Report to Congress on Foreign Economic Collection and 
Industrial Espionage, 2009-2011, OFF. NT’L COUNTERINTELLIGENCE EXEC 5 (Oct. 2011), 
http://www.ncix.gov/publications/reports/fecie_all/Foreign_Economic_Collection_2011.pdf. 
186 Participating States, WASSENAAR ARRANGEMENT (Oct. 11, 2013), http://www.wassenaar.org/participants/index.html. 
187 APT1: Exposing One of China's Cyber Espionage Units, MANDIANT 11, (Feb. 2013), 
http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf. 
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membership and has included many of the  MTCR’s  guidelines  in  its  own  export  control  regulations.  See Shaw, supra note 171; 
Chin-Hao Huang, Bridging  the  Gap:  Analysis  of  China’s  Export  Controls  Against  International  Standards, FOREIGN & 
COMMONWEALTH OFF. (May 25, 2011), https://www.gov.uk/government/publications/analysis-of-chinas-export-controls-against-
international-standards/bridging-the-gap-analysis-of-chinas-export-controls-against-international-standards; Xinhua News 
Agency, China Joins Nuclear Suppliers Group, CHINA.ORG (May 28, 2004), 
http://www.china.org.cn/english/2004/May/96780.htm. 
189 The Wassenaar Arrangement, MINISTRY FOREIGN AFFAIRS OF REP. OF CHINA, 
http://www.mfa.gov.cn/eng/wjb/zzjg/jks/kjlc/cgjkwt/t577615.htm (last visited Sept. 15, 2013). 
190 Wassenaar Arrangement, CNT’R NONPROLIFERATION STUD. 6 (June 6, 2012), http://cns.miis.edu/inventory/pdfs/wass.pdf. 
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quantities of Ødays for its own strategic purposes—are seemingly incompatible. While this 

report advocates for designating the PLA and its agents as illegitimate Øday end-users under the 

Wassenaar Arrangement in order to safeguard U.S. security interests, it acknowledges the 

significant disadvantages of this approach and recommends that this issue be the subject of high-

level diplomacy, including meetings at the U.S.-China Strategic Security Dialogue’s   Cyber  

Working Group. One strategy would be for diplomats to   highlight   both   nations’   mutual  

vulnerability to indiscriminate Øday sales, especially in the realm of cybercrime. For example, 

although  China’s  own  vulnerability  to  cyber  threats  is  rarely  covered  in  the  press,  China  is  also  

suffering major economic losses from cybercrime.191 In 2012 alone, cybercrimes such as online 

identity theft and cyber-enabled fraud cost China approximately $46.4 billion.192 By stressing 

these mutual concerns, members of the Wassenaar Arrangement might persuade China to join 

this aspect of the Wassenaar Arrangement and at least adopt part of the  regime’s  export  control  

list recommendations for Øday sales. The Wassenaar Arrangement should consider using similar 

engagement strategies with other non-member states including Pakistan, India, and Israel. 

The foregoing shortcomings do not undermine the case for extending the Wassenaar 

Arrangement to Øday sales. This multilateral effort would help foster international norms among 

many nations on   illegitimate   Øday   purchases   and   build   international   consensus   on   states’  

responsibility to halt dangerous sales from within their borders. Most importantly, multilateral 

export controls would increase the costs associated with selling dangerous Ødays to those 

seeking to deploy them for malicious purposes. Many of the leading gray market firms that sell 

Ødays are located in Wassenaar member nations, including the United States, Malta, and 

                                                        
191 See, e.g., Liau Yun Qing, China Loses US $46B to Cybercrime in 2012, ZDNET (Jan. 29, 2013, 5:19 PM), 
http://www.zdnet.com/cn/china-loses-us46b-to-cybercrime-in-2012-7000010461/. 
192 Id.  
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France.193 These firms would now have to apply for licenses to sell dangerous Ødays, move their 

operations elsewhere, or risk significant criminal penalties for contravening export controls and 

operating on the black market. For example, intentional violation of the Export Administration 

Regulations  (“EAR”)  would result in criminal penalties of up to $1 million and prison sentences 

of up to 20 years. 194  Such high penalties—especially if accompanied by stronger 

enforcement 195—would likely deter many researchers from engaging in illicit transactions. 

Therefore, as part of a broader effort to stem dangerous Øday sales, creating uniform export 

controls through the Wassenaar Arrangement would constitute a critical step forward in 

safeguarding nations from malicious cyber activities. 

 

3.3 Recommendation #3: Establish a Cybersecurity International Task Force on Øday 

Sales Modeled after the FATF  

Extending the Wassenaar Arrangement to govern dangerous Øday sales would be 

ineffective if researchers could evade punishment domestically and abroad when they conducted 

illicit transactions. Weak prosecution would undermine domestic and international export 

controls, enticing more researchers to enter into this lucrative market. Therefore, improving 

prosecution domestically and abroad is pivotal. 

Although the United States would be able to prosecute violating exporters under the EAR 

once the United States incorporated export controls into its Commerce Control List, 196 given the 

                                                        
193 Prominent U.S. firms operating in this market include Netragard, Exodus Intelligence, and Endgame. See Perlroth & Sanger, 
supra note 69.  
194 Joseph A. Schoorl, Clicking  the  “Export” Button: Cloud Data Storage and U.S. Dual-Use Export Controls, 80 GEO. WASH. L. 
REV. 632, 643 (2012). 
195 Currently, violations under the EAR are inadequately enforced. See, e.g., U.S. GOV’T ACCOUNTABILITY OFFICE, GAO-12-246, 
EXPORT CONTROLS: PROPOSED REFORMS CREATE OPPORTUNITIES TO ADDRESS ENFORCEMENT CHALLENGES 2 (2012). Stronger 
enforcement would be needed in order for this recommendation to be successful. As discussed in Recommendation #5, highly 
publicized international sting operations could facilitate stronger enforcement. See infra, Section 3.5 
196 For more on U.S. enforcement of export controls, see Bur. Indust. & Sec., Enforcement, DEP’T COMMERCE, 
http://www.bis.doc.gov/index.php/enforcement (last visited Sept 29, 2013). 
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EAR’s   limited   reach,   prosecutions under the EAR would not be a panacea for mitigating the 

threat from dangerous Øday sales. A large number of dangerous Øday sales originate abroad and 

are therefore beyond the reach of U.S. export laws.197 Furthermore, even if Wassenaar member 

countries   instituted   their   own   export   controls   of   Ødays   in   compliance   with   the   Agreement’s  

revised recommendations, such controls would generally not govern dangerous Øday sales 

transpiring wholly within their borders.198  

In order to mitigate these prosecutorial shortcomings, this report recommends that the 

international community establish an international task force that encourages criminalization of 

indiscriminate Øday sales worldwide modeled after the highly successful Financial Action Task 

Force on Money Laundering  (“FATF”).  Since its establishment in 1989 by the Group of Seven 

(“G-7”), the FATF has  become  a  “recognized  standard-setter” and a “powerful  force” in globally 

influencing laws to curb money laundering, financing of terrorism,  and  other  “emerging   threats 

to  the  integrity  of  the  international  financial  system.”199 The FATF works to combat such threats 

by developing model legal and operational standards,   evaluating  member   nations’   progress   in  

adopting   the   FATF’s   recommendations,   studying   money   laundering   and terrorist financing 

techniques and effective countermeasures, and encouraging nations worldwide to apply the 

FATF’s  recommendations.200 International  legal  scholars  have  extolled  the  FATF  as  the  “crown  

                                                        
197 For a comprehensive description of the scope of coverage of the EAR, see Christopher F. Corr, The Wall Still Stands! 
Complying with Export Controls on Technology Transfers in the Post-Cold War, Post-9/11 Era, 25 HOUS. J. INT’L L. 441, 471 
(2003). 
198 Unlike   the  United  States,  many  countries  also   lack  “deemed”  export  provisions   that   regulate   the  transfer of technologies to 
foreigners  within   their   borders,   as  well   as   regulations   controlling   the   “re-export”  of   such   technologies.  For   an   example  of   the  
varied  scope  of  other  nations’  export  control   laws,   see Frequently Asked Questions: Defence Trade Controls Act 2012, AUST. 
GOV., https://exportcontrols.govspace.gov.au/faq/#DTC (last visited March 5, 2014) (explaining the differences between 
Australia’s  Defense  Trade  Controls  Act  of  2012  and  the  United  States’  International  Traffic  in  Arms  Regulation).  
199 The G-7  originally  established  the  FATF  to  promote  “legal,  regulatory  and  operational”  standards  for  curbing  money  
laundering. In the aftermath of 9/11, the FATF broadened its mission to include addressing financing of terrorism and weapons of 
mass destruction proliferation. See FATF, supra note 11.  
200 Who We Are, FATF, http://www.fatf-gafi.org/pages/aboutus/ (last visited March 5, 2014). 
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jewel   of   soft   law”201 and   “probably   the   most   effective international standard-setting body for 

implementing  and  enforcing  its  standards.”202 The  FATF’s  Forty  Recommendations,  which  were  

revised   in   1996,   have   been   “endorsed   by   more   than   130   countries,”   as   well   as   regional  

organizations.203  

According to scholars, much   of   the   FATF’s   success   derives   from   its   “peer   pressure”  

inducing monitoring mechanisms. Regulators from member states are required to conduct self-

assessments of their states’ progress in implementing the  FATF’s  recommendations, as well as 

“mutual evaluations” of other states’ compliance. Members then discuss these evaluations at 

plenary meetings, where they have the opportunity to question regulators from non-compliant 

jurisdictions about their country’s failure to implement the Recommendations. A number of legal 

scholars have noted that since regulators participating in the FATF process aim to avoid the 

“‘social   and   professional   opprobrium’   that   accompanies   a bad reputation for compliance,”204 

their FATF membership incentivizes them to advocate for stronger reforms in their countries.205 

A regulator’s  work  on mutual evaluations also “serve[s] to reinforce [his or her] loyalty to the 

rules against which [he] or she monitors member compliance.”206 If  the  FATF’s  Plenary  resolves  

that the member state has forged insufficient progress after these meetings, the Plenary may 

undertake further steps such  as  a  “high-level  mission”  to  the  non-compliant jurisdiction to raise 

“political   awareness,”   or   even   consider withdrawing   the   jurisdiction’s   FATF   membership.207 

                                                        
201 See GUY STESSENS, MONEY LAUNDERING: A NEW INTERNATIONAL LAW ENFORCEMENT MODEL 17 (2000); see also Jonas 
Anderson, The War on Terrorist Financing: Collateral Damage from A Hard-Nosed Soft Law, 78 REV. JUR. U.P.R. 781, 792 
(2009). 
202 See DINAH SHELTON, COMMITMENT AND COMPLIANCE: THE ROLE OF NON-BINDING NORMS IN THE INTERNATIONAL LEGAL 
SYSTEM 73 (2000); see also Anderson, supra note 201, at 792. 
203 FATF Standards: 40 Recommendations, FATF, http://www.fatf-gafi.org/media/fatf/documents/FATF%20Standards%20-
%2040%20Recommendations%20rc.pdf (last visited March 12, 2014). 
204 Kenneth S. Blazejewski, The FATF and Its Institutional Partners: Improving the Effectiveness and Accountability of 
Transgovernmental Networks, 22 TEMP. INT’L & COMP. L.J. 1, 17 (2008). 
205 Id.  
206 Id . 
207 Gary W. Sutton, The New FATF Standards, 4 GEO. MASON J. INT’L COM. L. 68, 70 (2012). 
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Through such peer pressure monitoring mechanisms, the FATF therefore “exert[s] a form of soft 

power effective in shaping policy outcomes.”208 

In  addition  to  its  “soft  power”  tools for addressing legal and operational gaps among its 

own members, the FATF has also historically induced compliance among non-members through 

a   combination   of   “naming   and   shaming”   and   threat of countermeasures.209 Starting in 1999, 

FATF   began   “blacklisting”   nations   as Non-Cooperative   Countries   and   Territories   (“NCCT”) 

based on twenty-five criteria, including severe deficiencies in financial regulations, refusal to 

cooperate with the international community, and insufficient resources to prosecute money 

laundering.210 The FATF threatened NCCT-designated countries with myriad countermeasures 

including recommending that member nations “give   special   attention   to   business   relationships  

and   transactions” with those nations. 211 The efficacy   of   the   NCCT’s   blacklisting   process   is  

demonstrated by the fact that out of the twenty-three nations designated as NCCTs in 1999, none 

of them remained on the blacklist by 2006.212 

The United States and its international partners should consider establishing an 

international task force on Øday sales modeled after the FATF. Such a task force could initially 

consist of a small group of like-minded countries and then expand to include a much broader 

membership base, which was the strategy deployed by the founding G-7 members of the 

                                                        
208 Id. at 17-18. 
209 See Kathryn L. Gardner, Fighting Terrorism the FATF Way, 13 GLOBAL GOV. 325, 332 (2007). 
210 See FATF Activities, POL’Y LAUNDERING PROJECT, http://www.policylaundering.org/keyplayers/FATF-activities.html (last 
visited Mar. 10, 2014); see also Annual Review of Non-Cooperative Countries and Territories 2006-2007: Eighth NCCT Review, 
FATF 3 (Oct. 12, 2007), http://www.fatfgafi.org/media/fatf/documents/reports/2006%202007%20NCCT%20ENG.pdf. 
211 See POL’Y LAUNDERING PROJECT, supra note 210.  
212 They rapidly enacted stronger anti-money laundering and counter terrorism financing laws to be delisted. See Navin Beekarry, 
The International Anti-Money Laundering and Combating the Financing of Terrorism Regulatory Strategy: A Critical Analysis 
of Compliance Determinants in International Law, 31 NW. J. INT’L L. & BUS. 137, 186 (2011); see also Anderson, supra note 
201, at 791. Since then, the FATF “declared  the  blacklist  a  success  and  abandoned  it.”  See Dieter Kerwer & Rainer Hülsse, How 
International Organizations   Rule the World: The Case of the Financial Action Task Force on Money Laundering, 2 J. INT’L 
ORG. STUD., no. 1, 2011, at 50. In 1999, the FATF again commenced a similar process through its newly established International 
Cooperation Review Group. See Sutton, supra note 207, at 70-71.  
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FATF. 213  This strategy would enable states to rapidly agree on shared standards of 

criminalization.214 Subsequently, task force members could focus on persuading other states of 

the importance of adopting such standards. 

One proposed standard is that nations criminalize indiscriminate Øday sales within their 

borders, such as requiring sellers of Ødays to “know  their  customers,” or only sell to particular 

classes of buyers on an approved list. The FATF has made such customer due diligence a 

cornerstone of its regulatory efforts. For example, FATF Recommendations 5, 11, and 13 

encourage financial institutions to identify their customers, carefully observe their transactions, 

and remain at heightened alert to “suspicious  transactions.”215  

The cybersecurity task force modeled after the FATF would need to consider methods for 

effectively adapting such traditional “know  your  customer”  rules  to the Øday sale context. Øday 

buyers and sellers would no longer be permitted to transact in anonymous chat rooms. The task 

force should rely on both private and public stakeholder expertise to determine best strategies 

that would enable sellers to reliably   verify   customers’   identities. Indeed, many scholars have 

attributed the  FATF’s  success  to  its  consultation  with  “more  than  one  hundred  and  thirty  experts  

from various ministries, law enforcement authorities, and bank supervisory and regulatory 

agencies” to formulate its standards. As  scholars  have  noted,  “FATF’s  plenary  meetings,  where  

representatives of member states discuss standard-setting projects, revise old standards and adopt 

new standards, are not, as one would expect, a political forum but rather a gathering of 

experts.”216 According  to  scholars’  arguments,  nations are more likely to deem such standards as 

                                                        
213 See Kerwer & Hülsse, supra note 212, at 52.   
214 Id.  
215 See Richard K. Gordon, Trysts or Terrorists? Financial Institutions and the Search for Bad Guys, 43 WAKE FOREST L. REV. 
699, 721-23 (2008); see also Customer Due Diligence for Banks, BIS 3 (Oct. 2001), http://www.bis.org/publ/bcbs85.pdf. 
216 See Kerwer & Hülsse, supra note 212, at 55.   
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“legitimate”  when “neutral experts with superior knowledge of the problem” are the primary 

developers.217  

In accordance with the FATF model, this cybersecurity task force should also require 

regulators from member nations to conduct public evaluations of other nations’   progress   in  

adopting   the   task   force’s   recommendations. Mutual evaluations would reinforce norms about 

illegitimate Øday purchases among national regulators and serve as an effective   “naming   and  

shaming”  technique for compelling nations  to  comply  with  the  task  force’s  recommended legal 

reforms. The task force could levy countermeasures against nations that failed to comply with 

the   task   force’s   recommendations,218 such as recommending that members reduce imports of 

technologies that were produced based on stolen intellectual property. 219 Task force participants 

should consider other policies and countermeasures that would be politically viable and effective 

at inducing compliance.  

There are a number of limitations associated with emulating the FATF model in the Øday 

context. In addition to the challenge of conducting  due  diligence  and  verifying  buyers’  identities 

in what is largely an anonymous market, the FATF model also suffers from challenges similar to 

those arising from instituting export controls of Ødays through the Wassenaar Arrangement. In 

particular, many nations may simply lack sufficient resources to implement and enforce the task 

force’s  recommendations.220 Nevertheless, establishing an international task force on Øday sales 

modeled after the FATF would constitute a valuable first step in fostering international norms on 

                                                        
217 Id.  
218 See Bjørn S. Aamo, FATF President, The Importance of the Global Network in Suppressing the Financing of Terrorism, 
Remarks at the United Nations Special Meeting of the Counter-Terrorism Committee, (Nov. 20, 2012), at 
http://www.fatfgafi.org/topics/fatfgeneral/documents/theimportanceoftheglobalnetworkinsuppressingthefinancingofterrorism.htm
l (last visited March 1, 2014). 
219 For similar recommendations to sanction Beijing for its pervasive sponsorship of cyber espionage, see Cyber Wars: US Panel 
Urges Punishment for China Cyber Spying, SPACE DAILY (Nov. 20, 2013), 
http://www.spacedaily.com/reports/US_panel_urges_punishment_for_China_cyber_spying_999.html. 
220 For a discussion  of  some  nations’  general  incapacity  to  implement  the  FATF’s  recommendations,  see, e.g., Guidance on 
Capacity Building for Mutual Evaluations and Implementation of the FATF Standards Within Low Capacity Countries, FATF 4 
(Feb. 29, 2008), http://www.fatf-gafi.org/media/fatf/documents/reports/Capacity%20building%20LCC.pdf. 
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illegitimate Øday transactions and encouraging nations to strengthen their prosecutorial capacity 

of illicit sales within their borders. The   FATF’s   non-binding nature, flexibility, and 

complementary soft power and countermeasure strategies render it an ideal model for addressing 

the challenging and evolving threat to global security of dangerous Øday sales. 

 

3.4 Recommendation #4: Amend the Computer Fraud and Abuse Act to Outlaw 

Indiscriminate Øday Sales 

In accordance with the new international task force, Congress should rectify prosecutorial 

gaps at the domestic level by amending the Computer Fraud and Abuse Act (“CFAA”) to fulfill 

the  task  force’s  due  diligence  standards. The CFAA is  the  United  States’  most  significant federal 

computer crime statute. It prohibits intentional hacking of a government computer,221 damaging a 

government computer, bank computer, or other computer affecting interstate or foreign 

commerce,222 and accessing a computer to commit espionage.223 Since courts have construed 

“protected   computers”   liberally   to   include   any   computer connected to the Internet, the CFAA 

prohibits individuals from knowingly or recklessly trespassing, accessing to commit fraud or 

espionage, causing to malfunction, or damaging the vast majority of computers within the United 

States.224 

Currently, researchers within the United States who sell Ødays to those who deploy them 

for malicious cyber activity avoid prosecution under the CFAA. 225  This is because they 

                                                        
221 18 U.S.C. § 1030(a)(3) (2006). 
222 Id. (a)(5). 
223 Id. (a)(1). 
224 See Freedom  Banc  Mortgages  Services  v.  O’Harra,  2012  U.S.  Dist.  LEXIS  125734  (S.D.  Ohio  2012);;  U.S.  v.  Ivanov,  175  F. 
Supp. 2d 367 (D. Conn. 2001); Charles Doyle, Cybercrime: An Overview of the Federal Computer Fraud and Abuse Statute and 
Related Federal Criminal Laws, CONG. RESEARCH SERV. 1 (2010), http://www.fas.org/sgp/crs/misc/97-1025.pdf. 
225 An amendment to the CFAA would still be crucial even if the United States changed its CCL to govern Ødays in accordance 
with  this  report’s  Wassenaar  Arrangement  recommendation,  and  therefore  authorized  prosecutions  of  violating  exporters  under  
the Export Administration Regulations  (“EAR”).  Although the EAR forbids providing defined categories of dangerous technical 
data  to  foreigners  within  the  United  States  through  its  “deemed  exports”  provision,  it  does  not  prohibit  sharing  such  information 
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successfully contend that they lack the requisite intent to gain unauthorized access to U.S. 

computer systems.226 In their own words, they are merely selling instructions for penetrating 

computer  systems  to  third  parties  and  the  “way  the  information  is  used  is  up  to  the  customer.”227  

To rectify this loophole, the CFAA should be amended to impose an affirmative duty on 

Øday   sellers   to   “know   their   customers”   or   only   sell   to   particular   classes   of   entities   on   an  

approved list, such as software vendors. Such a duty should entail requiring that sellers of Ødays 

demonstrate  that  they  “reasonably  investigated”  the purchaser’s  background and  had  “reasonable 

grounds   to   believe”   that   the purchaser would not exploit the Øday for malicious cyber 

activities. 228  Courts should determine what   constitutes   a   “reasonable   investigation”   and  

“reasonable  grounds  to  believe”  in  this context. A similar affirmative duty to investigate buyers 

is placed on sellers in other weaponry contexts, such as with handgun purchases from licensed 

firearm dealers.229 Tavern owners also have a duty under various statutes and the common law to 

assess whether customers are intoxicated before serving liquor.230 Sellers of Ødays that threaten 

the  nation’s  security  and  the  economy  should be subject to similarly stringent standards.  

Due to the absence of stable intermediaries in the marketplace for Ødays, holding 

individual sellers accountable is the only viable pathway to curtailing and deterring these sales. 

Some  scholars  have  proposed  a  “gatekeeper  liability”  scheme  for  other  illicit  conduct  online  such  

as sales of counterfeit products. In those contexts, there are visible and central intermediaries like 

                                                                                                                                                                                   
with U.S. persons located inside the country. See Ira S. Rubinstein & Michael Hintze, Coping with U.S. Export Controls 2000, 
PRACTICING LAW INST. (Dec. 2000), http://encryption_policies.tripod.com/us/rubinstein_1200_software.htm. Since U.S. persons 
may also purchase Ødays for illicit purposes, the United States should be able to prosecute sellers who recklessly sell Ødays to 
those individuals as well. 
226 Gjelten, supra note 12. 
227 Id. See also Gallagher, supra note 12. 
228 For similar statutory language requiring an affirmative duty to conduct due diligence, see 15 U.S.C. § 77k (2012). 
229 Jennifer A. Wiegleb, Strong-Arming the States to Conduct Background Checks for Handgun Purchasers: An Analysis of State 
Autonomy, Political Accountability, and the Brady Handgun Violence Prevention Act, 48 WASH. U. J. URB. & CONTEMP. L. 373, 
376 (1995). 
230 See Boris Reznikov, “Can  I  See  Some  Id?"  Age  Verification Requirements for the Online Liquor Store, 4 SHIDLER J. L. COM. 
& TECH. 5, 11 (2007); Lawrence Lazzara Jr., Arizona's Dram Shop Law, Avvo, http://www.avvo.com/legal-guides/ugc/arizonas-
dram-shop-law (last visited Oct. 14, 2013). 
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eBay that profit from such behavior and are ideally situated to monitor and halt illicit behavior 

on their sites.231 Holding them liable would constitute an effective enforcement strategy.232 The 

marketplace for Ødays, however, is widely dispersed, often underground, and lacks visible 

intermediaries. Since firms like ReVuln sell dangerous Ødays directly to buyers, they should be 

held accountable for failing to implement robust screening measures.233  

Some might counter that it would be wrong to require lone sellers on the market to 

conduct due diligence given that they have fewer resources to investigate purchasers than large 

gray market firms like ReVuln. However, this amendment to the CFAA would not overly burden 

these sellers so as to impede them from operating. Rather, it would merely compel those who 

seek to avoid criminal penalties to sell their discoveries to software vendors on the white market. 

Transactions on the white market are far more transparent and it is easier for sellers to conduct 

due-diligence than in the often-anonymous black market. Researchers often sell their discoveries 

directly  to  vendors  through  vendors’  websites  or  at  hacking  competitions where they can easily 

verify  buyers’   legitimacy. 234 Furthermore, if more software vendors offered competitive prices 

for Ødays in accordance with Recommendation #6 of this report, lone researchers would still be 

able to profit heavily from their discoveries while simultaneously helping to improve software 

security. Given the significant threat of indiscriminate Øday sales to the economy and national 

security—including the likelihood that weaponized Øday exploits deployed against critical 

infrastructure industrial control systems could inflict damage surpassing that of a large-scale 

                                                        
231 Ronald J. Mann & Seth R. Belzley, The Promise of Internet Intermediary Liability, 47 WM.. & MARY L. REV. 239, 275-79 
(2005). 
232 Id.; see also Carlos Cortes, Internet Governance Series: Stop Porn, Stop Piracy – the Limits of Intermediary Liability, LSE 
MEDIA POL’Y PROJECT (Oct. 7, 2013), http://blogs.lse.ac.uk/mediapolicyproject/2013/10/07/internet-governance-series-stop-porn-
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233 To observe how ReVuln interacts directly with purchasers, see ReVuln, http://revuln.com/services.htm#more (last visited Mar. 
22, 2014). 
234 To observe how Microsoft interacts directly with vulnerability sellers through its website, see, e.g., Mitigation Bypass and 
BlueHat Defense Guidelines, MICROSOFT, http://technet.microsoft.com/en-us/security/dn425049 (last visited Mar. 23, 2014). 
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natural disaster 235—an affirmative duty on sellers to investigate purchasers’ background is 

reasonable and imperative.  

If Congress amended the CFAA in this fashion, it should specify that this amended 

provision, unlike other CFAA provisions   governing   “protected   computers,”   would not apply 

extraterritorially.236 Extending the CFAA to researchers operating abroad who recklessly sold 

Ødays to foreign buyers would constitute a vast expansion of extraterritoriality. Both parties in 

the transaction would be located wholly outside the United States and neither would necessarily 

be the one who ultimately penetrated or attacked U.S. computer systems. Such extraterritorial 

expansion   could   generate   global   backlash,   undermining   the   United   States’   other efforts to 

achieve much-needed international cooperation in this field. As an alternative, the United States 

could adopt a policy of only pursuing extraterritorial prosecutions when sellers were operating in 

nations   that   refused   to   adhere   to   the   FATF’s   recommendations and failed to criminalize 

indiscriminate Øday sales.  

 

3.5 Recommendation #5: Conduct High Profile, Global Sting Operations to Intercept 

Illicit Øday Sales 

Although the intangible nature of Øday transactions and anonymous characteristics of the 

market would make detection of prohibited sales on the underground market difficult, 

intelligence and law enforcement agents could overcome this challenge through international 

                                                        
235 Gonsalves, supra note 20. 
236 Following the September 11th attacks and enactment of the 2001 USA Patriot Act, Congress explicitly conferred 
extraterritorial application on the “protected  computer”  provisions of the CFAA. See 18 U.S.C. § 1030(e)(2)(b) (2006); Doyle, 
supra note 224, at 6-7. Generally, there is a presumption against extraterritorial application of U.S. federal criminal laws. Id. at 6. 
Nevertheless, by specifying its clear intent to avoid extraterritorial application, Congress would help avoid any future 
misconstruction of the amended provision. 
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sting operations.237 International sting operations are becoming more common and have proven 

highly effective  at  disrupting  other  forms  of  “intangible”  cybercrime.  For  example,   in 2012, the 

FBI led an international sting operation that disrupted a multi-million dollar online financial 

fraud scheme and led to the arrests of 24 suspects in thirteen countries and on four continents.238 

Likewise, in a highly publicized international sting operation in 2013, U.S. Immigration and 

Customs Enforcement collaborated with ten international partner agencies including Europol and 

Hong Kong Customs to conduct an undercover operation that led to the seizure and shutting 

down of 706 websites selling counterfeit products.239 Explaining the virtues of such operations, 

the Director  of  Europol  stated,  “This  operation  is  another  good  example  of  how  transatlantic law 

enforcement cooperation works. It sends a signal to criminals that they should not feel safe 

anywhere.”240  

One major disadvantage of sting operations is that they necessitate significant resources 

and time.241 The FBI orchestrated sting operation described above took two years to complete. 242 

However, even just a few successful and highly publicized operations on the Øday market would 

compel researchers to think twice before selling their discoveries to prohibited buyers.243 During 

each transaction, they would worry whether the professed buyer was an undercover law 

enforcement agent and whether their sale would lead to significant criminal penalties under the 

                                                        
237 Jack Goldsmith, supra note 14. 
238 Aaron Katersky, Largest Cyber Sting in History Nabs 24 on Four Continents, ABC NEWS (June 26, 2012), 
http://abcnews.go.com/Business/largest-cyber-sting-history-nabs-24-continents/story?id=16653993. 
239 See International Law Enforcement Agencies Seize 706 Domain Names Selling Counterfeit Merchandise, ICE (Dec. 2, 2013), 
http://www.ice.gov/news/releases/1312/131202washingtondc.htm; see also Ryan W. Neal, Cyber Monday Sting Operation: 
International Strikeforce Seizes 706 Counterfeit Websites In Undercover Crackdown, INT’L BUS. TIMES (Dec. 4, 2013, 3:18 PM), 
http://www.ibtimes.com/cyber-monday-sting-operation-international-strikeforce-seizes-706-counterfeit-websites-undercover. 
240 See ICE, supra note 239.  
241 Goldsmith, supra note 14. 
242 Katersky, supra note 238. 
243 Goldsmith, supra note 14. 
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new domestic statutes and regulations enacted pursuant to the international task force on Ødays 

and the Wassenaar Arrangement.244  

Such a deterrence strategy has worked effectively to combat other types of crimes, 

illustrating   that   the   U.S.   does   not   always   need   a   “cyber-specific”   strategy   to mitigate cyber 

threats such as indiscriminate sales of Ødays. For example, a study in Chicago and Detroit 

examining undercover sting operations against retail gun stores found that such operations were 

associated with an up to 46.4% decrease in the number of illicit gun sales.245 The decrease in 

Chicago was especially “abrupt,   coincident   with   the   timing”   of   the highly publicized 

prosecutions and media coverage of the sting operations. 246  Other studies have shown the 

efficacy of sting operations in deterring illicit sales of liquor, as well as traffic law violations.247 

Since the deterrent effect of sting operations may vary depending on numerous factors, including 

the specific crime at issue, more research should be conducted to determine whether global sting 

operations could help to combat Øday sales that threaten international security. 

 

3.6 Recommendation #6: Consider Measures for Establishing a More Robust White 

Market 

In order to mitigate the threat from dangerous Øday sales, software vendors should also 

consider offering more competitive prices for vulnerabilities through competitive white hat 

bounty programs. As of this writing, the majority of white hat purchasers do not offer sufficient 

financial rewards to compete with prices offered on the black market. Although annual hacking 

                                                        
244 See Bur. Industry & Sec., Penalties, DEP’T COMMERCE, http://www.bis.doc.gov/index.php/enforcement/oee/penalties (last 
visited Sept. 20, 2013); Doyle, supra note 224, at 1. 
245 D.W. Webster, Effects of Undercover Police Stings of Gun Dealers on the Supply of New Guns to Criminals, INJURY PREV. 
(Aug. 2006), http://www.ncbi.nlm.nih.gov/pmc/articles/PMC2586780/.  
246 Id.  
247 Graeme R. Newman, Sting Operations, CTR. PROBLEM-ORIENTED POLICING (2007), 
http://www.popcenter.org/Responses/sting_operations/print/. 
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competitions and  Microsoft’s   recently  established bounty program serve as notable exceptions, 

they generally “suffer from a narrow scope of products for which they reward researchers” and 

few white hat researchers have the opportunity to benefit from their programs.248 For example, 

Microsoft’s $100,000 bounty is only available for the most sophisticated mitigation bypass 

techniques—not for individual vulnerabilities—and most annual hacking competitions only 

reward several researchers each year. 249  If more software vendors created vulnerability 

purchasing programs that provided highly competitive prices and rewards for a broader range of 

Ødays, researchers might have less incentive to sell their discoveries to criminals on the black 

market.  

The security research company NSS Labs recently espoused such a strategy. Based on its 

close study of all software flaws reported in 2012, it discovered that the top ten major software 

companies—including Microsoft, Google, Oracle, Cisco, IBM, Apple, Mozilla, Linux, HP, and 

Adobe—were behind a third of all critical vulnerabilities reported that year. 250  NSS Labs 

contends that establishing an international vulnerability purchasing program that could be 

financed by the software industry is economically rational. If these top vendors paid $150,000 

for each vulnerability discovered in their top fifty products—a price that is significantly higher 

than those generally offered on the black market—the total costs would amount to only 1% of 

these  vendors’ annual revenue.251 According to NSS Labs, the $444 million total cost of such a 

program pales in comparison to the financial costs of cybercrime, which amounts to 

approximately tens to hundreds of billions of dollars annually.252 The  program’s total cost would 

                                                        
248 Artes & Frei, supra note 16, at 13. 
249 Id. See also Beth Romanik, Microsoft Pays Hacking Expert $100,000 for Finding Security Flaw, TECHWELL (Oct. 9, 2013), 
http://www.techwell.com/2013/10/microsoft-pays-hacking-expert-100000-finding-security-flaw. 
250 Frei & Artes, supra note 16, at 16. 
251 Id. The authors arrived at these estimates based on reported revenue and reported computer vulnerabilities in 2012. Id.  
252 Frei & Artes, supra note 16, at 12. The company conceded that estimates vary widely due to the challenges of calculating the 
total  costs  of  cybercrime.  However,  the  company  found  that  even  measured  against  the  lowest  estimate,  there  was    “a  solid  
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be even less if software vendors   “link[ed]   the   reward   of   the   program   to the criticality of the 

vulnerability…offering  USD  $50,000   for   low-risk vulnerabilities, USD $100,000 for medium-

risk vulnerabilities, and USD $150,000 for high-risk  vulnerabilities.”253 

An independent panel, comprised of U.S. government, economics, and industry experts 

should carefully   evaluate   the   efficacy   of  NSS  Labs’   analysis and recommendations as well as 

consider other proposals for bolstering the white market for vulnerabilities. The largest U.S. 

business-lobbying organizations, including the U.S. Chamber of Commerce, have repeatedly 

derailed cybersecurity legislation and are adamantly opposed to “cumbersome” government 

regulation of U.S. businesses. 254  They instead advocate for incentives for the software industry 

and other businesses to invest in security.255 For   this   reason,   this   report’s   recommendation   to  

utilize the carrots of the SAFETY Act to encourage software companies to invest in security is 

more   politically   viable   than   NSS   Labs’   recommendation to either pass legislation requiring 

software companies  to  “internalize  the  cost”  of a vulnerability purchasing program, or impose a 

tax on software products to finance such a vulnerability program.256 NSS  Labs’  proposal  could 

potentially achieve stronger political backing if an independent panel comprised of industry 

experts verified the economic efficiency and value of such a program. The panel should also 

consider the more politically viable alternative of establishing incentives for software vendors to 

institute bounty programs on a voluntary basis. 

                                                                                                                                                                                   
business  case  for  an  IVPP.”  Id. at 12-13. See also Robert Lemos, NSS Labs Backs Global Bounty Program to Cut Software Flaw 
Prevalence, EWEEK (Dec. 19, 2013), http://www.eweek.com/security/nss-labs-backs-global-bounty-program-to-cut-software-
flaw-prevalence.html. 
253 Frei & Artes, supra note 16, at 13. 
254 See Dilanian, supra note 51; Strohm, supra note 51.  
255 See Strohm, supra note 51. 
256 Frei & Artes, supra note 16, at 15-16. 



 

 59 

The panel should also carefully evaluate whether higher prices on the white market 

would actually cause the black market to dwindle, as NSS Labs postulates,257 or merely induce 

black market purchasers to raise their own prices for Ødays. NSS Labs contends that its 

vulnerability purchasing program proposal would crowd out the black market because criminals 

on the black market “cannot  afford  to  offer  more  for  vulnerabilities  than  the  return  they  expect  

from   their   investment.”258 According   to   NSS   Labs,   since   “the   huge   collateral losses that are 

induced by cyber crime far exceed   the  criminal’s   return, typically  by  orders  of  magnitude…[a  

vulnerability purchasing program] therefore could systematically outbid cyber criminals and still 

be economically sound because the cost of the losses that are prevented would outweigh the 

return  for  cyber  criminals.”259 However, this claim must be heavily scrutinized. While $150,000 

may  exceed  some  cyber  criminals’  expected  returns,  for  many  black  market  purchasers—such as 

rogue nations or terrorist organizations—the benefits from purchasing a Øday may be 

significantly higher. More studies should be conducted to assess whether establishing a robust 

white market, fueled in part by an international purchasing program, would augment 

international security. 

 

 

 

 

 

 

 

                                                        
257 Id. at 13-14.  
258 Id. at 13. 
259 Id. at 13. 
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SECTION 4:  

CONCLUSION 

The United States and the international community need to do more to stop the 

flourishing global Øday market, which enables PLA-sponsored hackers, criminals, rogue states, 

and terrorist organizations to purchase sophisticated vulnerabilities that they can exploit or 

weaponize at our peril. The enacted  NDAA’s section  on  “cyber  weapons  proliferation”  and  the  

recent Wassenaar Arrangement changes represent important first steps for addressing this issue, 

but significant gaps remain. Section 940 of the NDAA and its accompanying legislative 

materials provide insufficient guidance for implementing its  objective  to  “suppress   the  trade  in  

cyber tools.”260 Likewise, although the Wassenaar   Arrangement’s added   “intrusion   software”  

controls highlight growing international consensus on the need to control dangerous cyber 

technologies, the new controls do not extend to Ødays. There has also been a dearth of outreach 

to key non-member states, such as China, on this issue.  

There is no panacea to this global problem, but this report has recommended initial 

policies that could at least mitigate the Øday market’s  growing threat to international security 

and the global economy. These complementary policies include 1) incentivizing software 

companies to invest in robust security through an amended SAFETY Act, 2) establishing 

multilateral and domestic export controls of dangerous Øday sales through the Wassenaar 

Arrangement and CCL, 3) creating an international task force that deploys soft-power and 

countermeasures to halt indiscriminate sales of Ødays, 4) amending the CFAA to criminalize 

indiscriminate Øday sales, 5) conducting global sting operations to intercept and deter illicit 

                                                        
260 See NDAA, supra note 39 
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sales, 6) examining strategies to bolster the white hat market for Ødays, and 7) tasking an 

independent panel with reviewing the efficacy of these recommendations.  
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APPENDIX 1: 

OVERVIEW OF THE TERMINOLOGY AND MECHANICS OF ØDAYS 

 A   “Øday”   vulnerability is a weakness in software that is unknown to the software 

manufacturer.261 Since code is highly complex and varies substantially among software products, 

each Øday vulnerability or flaw is unique.262 However, since many computer systems deploy the 

same software, discovering a Øday vulnerability in one software program would empower a 

hacker to penetrate multiple computer systems. 

The widely deemed ethical response to finding a Øday vulnerability is to report the flaw 

to the software manufacturer. There   are   several   different  models   of   “vulnerability   disclosure”  

policies,   including   “responsible   disclosure”   and   “full   disclosure.” 263  According to the 

“responsible   disclosure”   model,   vulnerability   researchers   privately   reveal   their   discoveries   to  

software vendors.264 The “lifetime”  of  a  Øday under the responsible disclosure model therefore 

typically includes 1) the vendor privately learning of the flaw, 2) disclosing the nature of the 

flaw to the public, 3) releasing a security patch, and 4) the patch being downloaded and installed 

on vulnerable systems. 265  If the Øday vulnerability is especially dangerous, software 

manufacturers may resolve to patch it without disclosing details of the danger to the public, 

preventing potential attackers from learning about and exploiting the vulnerability. 266  The 

importance of preventing potential attackers from exploiting the vulnerability is often cited as the 

                                                        
261 See PC TOOLS, supra note 1; SYMANTEC, supra note 1.  
262 Tim Lloyd, Israeli Cyber-Security Experts Discuss Zero-day Exploits, Virtual Money Laundering Techniques, VBBUSINESS 
(June 3, 2013), http://venturebeat.com/2013/06/03/israeli-cyber-security-experts-discuss-zero-day-exploits-virtual-money-
laundering-techniques/. 
263 Chris Evans, et al., Rebooting Responsible Disclosure: a Focus on Protecting End Users, GOOGLE (July 20, 2010, 2:07 PM), 
http://googleonlinesecurity.blogspot.com/2010/07/rebooting-responsible-disclosure-focus.html. 
264 Id. 
265 Leyla Bige, Before We Know it: An Empirical Study of Zero-Day Attacks in the Real World, SYMANTEC, 
users.ece.cmu.edu/~tdumitra/public_documents/bilge12_zero_day.pdf (last visited May 13, 2013). 
266 See, e.g., Andrew Cencini et al., Software Vulnerabilities: Full-, Responsible-, and Non-Disclosure, U. WASH. 26 (Dec. 7, 
2005), 
http://courses.cs.washington.edu/courses/csep590/05au/whitepaper_turnin/software_vulnerabilities_by_cencini_yu_chan.pdf. 
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justification for the   “responsible   disclosure”   model. 267  By   contrast,   in   the   “full   disclosure”  

model, researchers reveal their discoveries to the public and vendor at once. The justification for 

this model is that by informing the public as soon as possible about the flaw, software users will 

be able to pressure vendors to quickly issue patches.268 

As an alternative to engaging in  “vulnerability  disclosure,” a researcher could instead sell 

the Øday privately to a third party. Researchers frequently package such vulnerabilities with 

“exploit   kits”   before   selling   the   vulnerabilities to buyers.269 Some “Øday exploit” sales only 

enable the buyer to gain unauthorized access to a computer system and become its administrator. 

Other Øday exploits  are  “weaponized,”  or used in conjunction with a launch pad, like a botnet, to 

cause the computer system to malfunction. 270  While some researchers may exploit or 

“weaponize”  vulnerabilities  themselves,  it  is  often  the  buyers  who  “exploit”  or  “weaponize”  their  

purchased vulnerabilities to achieve their objectives.271 

Transforming the vulnerability into a weaponized exploit may entail significant 

investments of time, money, and resources. When purchasers are government agencies with 

significant   resources,   they  may  be   able   to   “weaponize”   the  Øday more quickly. However, for 

many researchers and buyers with less resources, the time needed for the discovery, design, and 

weaponization can often be as long as 500 days, depending on the sophistication of the 

weaponized exploit.272 Moreover, after researchers or buyers turn a Øday into a weaponized 

exploit, they often spend significant time testing the exploit to ensure that it will penetrate or 

                                                        
267 Evans, supra note 262. 
268 Evans, supra note 262. 
269 See Fruz, supra note 3. I also learned about this from discussions with an expert who wished to remain anonymous. 
270 See Weatherford, supra note 2. 
271 See Ryan Naraine, ‘0-Day Exploit Middlemen are Cowboys, Ticking Bomb,’  ZDNET (Feb. 16, 2012), 
http://www.zdnet.com/blog/security/0-day-exploit-middlemen-are-cowboys-ticking-bomb/10294. I also learned about this from 
discussions with an expert who wished to remain anonymous. 
272 Sandro Gayken, et al., Zero-Day Governance: An (Inexpensive) Solution to the Cyber-security Problem, UNIV. TORONTO 7 
(Mar. 2012), http://www.cyberdialogue.citizenlab.org/wp-content/uploads/2012/2012papers/CyberDialogue2012_gaycken-
lindner.pdf. 
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attack its target effectively and covertly. 273  The Stuxnet operation highlighted the strategic 

advantage of achieving such covertness, with Iranian scientists failing to detect the virus for 

months.274 The U.S. and Israeli governments managed to record operations at Natanz and played 

those images back to facility operators to evade detection.275 Even in cases where the target 

detects immediately that it is under attack—which is often the case—it generally takes time to 

decipher the method of attack.276  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                        
273 Id. 
274 See Ryan Fleming, Bits Before  bombs:  How  Stuxnet  Crippled  Iran’s  Nuclear  Dreams, DIGITAL TRENDS (Dec. 2, 2010), 
http://www.digitaltrends.com/computing/bits-before-bombs-how-stuxnet-crippled-irans-nuclear-dreams/#!A9w7I. 
275 William J. Broad, John Markoff & David E. Sanger, Israeli Test on Worm Called Crucial in Iran Nuclear Delay, N.Y. TIMES, 
Jan. 15, 2011, http://www.nytimes.com/2011/01/16/world/middleeast/16stuxnet.html?pagewanted=all. 
276 See Fleming, supra note 273.   
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APPENDIX 2: 

RECENT CHANGES TO THE WASSENAAR ARRANGEMENT 

 

 

 

 

 

____________________________________________________________________ 
 

DEFINITIONS 
____________________________________________________________________ 
 
 

WA-LIST (13) 1 
 04-12-2013 - 209 - 

 
Cat 6 "Intrinsic magnetic gradiometer" 
  A single magnetic field gradient sensing element and associated electronics 

the output of which is a measure of magnetic field gradient. 
 
 
Cat 4 "Intrusion software" 
 "Software" specially designed or modified to avoid detection by 'monitoring 

tools', or to defeat 'protective countermeasures', of a computer or network-
capable device, and performing any of the following: 
a. The extraction of data or information, from a computer or network-

capable device, or the modification of system or user data; or 
b. The modification of the standard execution path of a program or 

process in order to allow the execution of externally provided 
instructions. 

Notes 
1. "Intrusion software" does not include any of the following: 

a. Hypervisors, debuggers or Software Reverse Engineering (SRE) 
tools; 

b. Digital Rights Management (DRM) "software"; or 
c. "Software" designed to be installed by manufacturers, 

administrators or users, for the purposes of asset tracking or 
recovery. 

2. Network-capable devices include mobile devices and smart meters. 

Technical Notes 
1. 'Monitoring tools': "software" or hardware devices, that monitor 

system behaviours or processes running on a device.  This includes 
antivirus (AV) products, end point security products, Personal Security 
Products (PSP), Intrusion Detection Systems (IDS), Intrusion 
Prevention Systems (IPS) or firewalls. 

2. 'Protective countermeasures': techniques designed to ensure the safe 
execution of code, such as Data Execution Prevention (DEP), Address 
Space Layout Randomisation (ASLR) or sandboxing. 

 
 
Cat 2 "Isostatic presses" 
  Equipment capable of pressurising a closed cavity through various media 

(gas, liquid, solid particles, etc.) to create equal pressure in all directions 
within the cavity upon a workpiece or material. 

 
 
Cat 2, 3, "Laser" 
Cat 5P1, 6 An assembly of components which produce both spatially and temporally  
Cat 7, 8, 9 coherent light that is amplified by stimulated emission of radiation. 
ML 9, 19 
 
 
ML 10 "Lighter-than-air vehicles" 
  Balloons and airships that rely on hot air or on lighter-than-air gases such as 

helium or hydrogen for their lift. 
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____________________________________________________________________ 
 

DUAL-USE LIST - CATEGORY 5 – PART 1 – TELECOMMUNICATIONS 
____________________________________________________________________ 
 

WA-LIST (13) 1 
 04-12-2013 - 81 - 

 
5. A. 1. j.  IP network communications surveillance systems or equipment, and 

specially designed components therefor, having all of the following: 
    1. Performing all of the following on a carrier class IP network (e.g., 

national grade IP backbone):  
     a. Analysis at the application layer (e.g., Layer 7 of Open Systems 

Interconnection (OSI) model (ISO/IEC 7498-1));  
     b. Extraction of selected metadata and application content (e.g., 

voice, video, messages, attachments); and  
     c. Indexing of extracted data; and 

    2. Being specially designed to carry out all of the following:  
     a. Execution of searches on the basis of 'hard selectors'; and 
     b. Mapping of the relational network of an individual or of a group 

of people.  

Note 5.A.1.j. does not apply to systems or equipment, specially 
designed for any of the following: 
a. Marketing purpose;  
b. Network Quality of Service (QoS);or 
c. Quality of Experience (QoE). 

Technical Note 
 'Hard selectors': data or set of data, related to an individual (e.g., 

family name, given name, e-mail, street address, phone number or 
group affiliations). 

 
 
5. B. Part 1. TEST, INSPECTION AND PRODUCTION EQUIPMENT 
 
5. B. 1. Telecommunication test, inspection and production equipment, components and 

accessories, as follows: 
   a. Equipment and specially designed components or accessories therefor, 

specially designed for the "development" or "production" of equipment, 
functions or features, specified by 5.A.1.; 
Note 5.B.1.a. does not apply to optical fibre characterization 

equipment. 

5. B. 1. b. Equipment and specially designed components or accessories therefor, 
specially designed for the "development" of any of the following 
telecommunication transmission or switching equipment: 

    1. Not used since 2009 
    2. Equipment employing a "laser" and having any of the following: 
     a. A transmission wavelength exceeding 1,750 nm; 
     b. Performing "optical amplification" using praseodymium-doped 

fluoride fibre amplifiers (PDFFA); 
     c. Employing coherent optical transmission or coherent optical 

detection techniques; or 
Note 5.B.1.b.2.c. applies to equipment specially designed for the 

"development" of systems using an optical local oscillator 
in the receiving side to synchronize with a carrier "laser".  

Technical Note 
For the purpose of 5.B.1.b.2.c., these techniques include optical 
heterodyne, homodyne or intradyne techniques. 
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APPENDIX 3:  

NATIONAL CYBERSECURITY AND CRITICAL INFRASTRUCTURE PROTECTION ACT OF 

2013 

H.R. 3696, § 202 

 
Section 202.  
SAFETY Act and qualifying cyber incidents 
(a) In general, the Support Anti-Terrorism By Fostering Effective Technologies Act of 2002 ( 6 U.S.C. 441 et seq.) 
is amended— 

(1)  
in section 862(b) ( 6 U.S.C. 441(b) )— 

(A) in the heading, by striking Designation of Qualified Anti-Terrorism Technologies and 
inserting Designation of Anti-Terrorism and Cybersecurity Technologies ; 
(B) in the matter preceding paragraph (1), by inserting and cybersecurity after anti-terrorism; 
(C) in paragraphs (3), (4), and (5), by inserting or cybersecurity after anti-terrorism each place it 
appears; and 
(D) in paragraph (7)— 

(i) by inserting or cybersecurity technology after Anti-terrorism technology; and 
(ii) by inserting or qualifying cyber incidents after acts of terrorism; 

(2)  
in section 863 ( 6 U.S.C. 442 )— 

(A) by inserting or cybersecurity after anti-terrorism each place it appears; 
(B) by inserting or qualifying cyber incident after act of terrorism each place it appears; and 
(C) by inserting or qualifying cyber incidents after acts of terrorism each place it appears; 

(3)  
In section 864 ( 6 U.S.C. 443 )— 

(A) by inserting or cybersecurity after anti-terrorism each place it appears; and 
(B) by inserting or qualifying cyber incident after act of terrorism each place it appears; and 

(4)  
in section 865 ( 6 U.S.C. 444 )— 

(A) in paragraph (1)— 
(i) in the heading, by inserting or cybersecurity after anti-terrorism ; 
(ii) by inserting or cybersecurity after anti-terrorism; and 
(iii) by inserting or qualifying cyber incident after acts of terrorism; and 

(B) by adding at the end the following new paragraph: 
(7) Qualifying cyber incident 
(A) In general 
The term qualifying cyber incident means any act that the Secretary determines meets the 
requirements under subparagraph (B), as such requirements are further defined and 
specified by the Secretary. 
(B) Requirements 
A qualifying cyber incident meets the requirements of this subparagraph if the incident— 

(i) is unlawful or otherwise exceeds authorized access authority; 
(ii) disrupts or imminently jeopardizes the integrity, operation, confidentiality, 
or availability of programmable electronic devices, communication networks, 
including hardware, software and data that are essential to their reliable 
operation, electronic storage devices, or any other information system, or the 
information that system controls, processes, stores, or transmits; 

https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
http://www.law.cornell.edu/uscode/text/6/441
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
http://www.law.cornell.edu/uscode/text/6/441#b
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
http://www.law.cornell.edu/uscode/text/6/442
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
http://www.law.cornell.edu/uscode/text/6/443
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
http://www.law.cornell.edu/uscode/text/6/444
https://www.govtrack.us/congress/bills/browse?congress=__ALL__&sort=relevance&text=Support%20Anti-Terrorism%20By%20Fostering%20Effective%20Technologies%20Act%20of%202002
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(iii) gains access to an information system or a network of information systems 
resulting in— 

(I) misappropriation or theft of data, assets, information, or intellectual 
property; 
(II) corruption of data, assets, information, or intellectual property; 
(III) operational disruption; or 
(IV) an adverse effect on such system or network, or the data, assets, 
information, or intellectual property contained therein; and 

(iv) causes harm inside or outside the United States that results in material levels 
of damage, disruption, or casualties severely affecting the United States 
population, infrastructure, economy, national morale, or Federal, State, local, or 
tribal government functions. 

(b) Funding 
Of the amounts authorized to be appropriated for each of fiscal years 2014, 2015, and 2016 for the Science and 
Technology Directorate of the Department of Homeland Security, the Secretary of Homeland Security is authorized 
to use not less than $20,000,000 for any such year for the Department’s  SAFETY  Act  Office. 
 

 


